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ABSTRACT

The proper fusion of 10T devices data with the utilization of Data Science and Big Data is nothing
but the demand of the hour. This thorough review paper unveils all the technologies, architectures,
and challenges at this crucial intersection. The review not only discusses these topics but also
emphasizes the main points of data ingestion, distributed storage, real time stream processing and
application oriented machine learning models being developed for smart cities and industrial
automation. Furthermore, the paper examines the competition between cloud and edge computing
technologies aimed at building fast and efficient analytics. To illustrate the rivalry between these two
strategies the paper points out the main problems of data heterogeneity, security, privacy and power
limitations. The review keeps itself well acquainted with the latest trends of federated learning and
digital twins that are not only very much beneficial for researchers but also for practitioners in the
field of smart decision making with the loT technology.
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1. INTRODUCTION

Dependence on Internet of Things (IoT) devices is one of the main reasons why there is a
continuously increasing amount of data that requires advanced analytics [1]. By combining Data
Science and Big Data, the application of machine learning has already expanded from mere monitoring
to predictive analytics and even further [2]. One promising solution to the problem is the
implementation of the cloud and edge computing infrastructure which is scalable and by that
providing very fast and real-time distribution of data storage and processing thus enabling the almost
instant processing of huge amounts of data for decision making [3]. Still, the generation of data
remains an issue along with the other main challenges like heterogeneous data, security of the
systems and availability of power [4]. Along with federated learning and blockchain these are some of
the solutions that will not just help in overcoming challenges but also in boosting the reliability that
underpins the technology's growth. The analysis of technologies, architectures and challenges
associated with Data Science and Big Data in IoT paves the way for the new maturity this technology
has reached.
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