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Chapter 5: Integrating IoT and Edge Data into 

Enterprise Pipelines 

5.1. Introduction  

More than 50 billion devices will be connected to the Internet by 2030. Two-thirds of 

the devices will be in the Internet of Things (IoT) ecosystem, generating, consuming, 

and exchanging data. A substantial amount of relevant data will be captured and 

processed at the edge rather than the core. Accordingly, enterprise data pipelines must 

evolve to incorporate IoT and edge data from edge companies, which require different 

considerations in terms of volume, velocity, variety, and veracity. While many concepts 

and technologies in enterprise data pipelines remain applicable, other aspects, such as 

machine learning and analytics, will demand additional preparations for operation with 

the edge environment. A new integration perspective is presented based on directions 

for implementing the principles using industry standards and technologies. 

Enterprise data pipelines enable business analytics and decision-making processes. They 

facilitate the ingestion, transformation, storage, and serving of data, encompassing both 

structured and unstructured data, thus supporting all classes of analytics. Streaming data 

pipelines furnish real-time analytics capabilities. Ongoing, open-source projects focus 

on migrating the enterprise data pipeline concepts into the cloud and SaaS world. Cloud 

service offerings reinforce the flexibility and scalability of data pipelines when facing 

unpredictable data volume or velocity patterns. At the same time, edge computing 

concepts are evolving to cater for enterprise needs and join the cloud and SaaS services 

provided at the core. These data pipelines are backed by frameworks, technologies, and 

tools supplied by open-source and cloud service communities. 

5.1.1. Background and Significance 

Devices deployed for the Internet of Things (IoT) and for edge computing produce 

unprecedented amounts of data that are often only briefly valuable or that possess, at 
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best, low business impact. Nevertheless, organizations increasingly view this data as a 

significant source through which to derive efficiencies or obtain new revenue. 

Integrating IoT and edge computing data into enterprise pipelines has implications for 

the entire data engineering and analytics domains, as well as for the business lines that 

rely upon them. 

IoT and edge computing data are characterized by high velocity, high volume, low value, 

and high requisite expertise for their relevance and value to be unlocked. Data ingestion 

and streaming architectures provide mechanisms to handle the real-time aspects and 

connect the sources to back-end processing systems that produce the requisite 

knowledge. Stream processing and low-code transformation platforms support 

enrichment to enhance utility. Furthermore, many organizations are utilizing third-party 

platforms (e.g., AWS, Microsoft Azure or Google Cloud) for their data pipelines and 

other enterprise capabilities due to their speed of deployment, availability of cloud-

native tools that enhance engineering productivity, and the ability to utilize specialized 

tools without requiring all enterprise developers to be data engineers or data scientists. 

As a result, enterprise-wide data pipelines, data engineering, and data science, like most 

technology areas, are becoming pervasive hybrid multi-cloud environments. 

 

Fig 5.1: Integrating IoT and Edge Data into Enterprise Pipelines 
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5.1.2. Research design 

Digitalization and IoT technology have changed data processing and application 

development across domains toward the Edge. More and more services exploit data from 

near-end devices; close to the user and the data source. However, a lot is still based on a 

traditional data-processing pipeline, where data are uploaded to a cloud data lake or a 

data warehouse in a central location. Most of the existing enterprise data pipelines 

focusing on non-IoT data. Additionally, the adapted IoT/Edge pipeline to traditional 

data-processing pipeline is often analyzed in isolation. 

Enterprise data pipelines support data ingestion, transformation and enrichment, and 

finally the readiness for data consume. These three parts form a logical pipeline structure. 

Different requirements on bandwidth, reliability, and latency give rise to complementary 

processing asset, Edge-to-Core and Core-to-Edge patterns. Therefore, the support for 

Edge computing is not only in IoT Area, but should be adopted for every related 

application..enterprise data pipelines traditionally focusing on non-IoT data sources. 

With the increasing importance of IoT and Edge, the mechanisms are explored. 

5.2. Fundamentals of IoT and Edge Computing 

The Internet of Things (IoT) focuses on the management of large numbers of network-

connected devices. Edge computing distributes cloud services and network operations 

closer to the edge of the network, thereby improving response times and saving 

bandwidth. The data generated in these environments has specific characteristics, such 

as volume, variety, and velocity, which can lead to several challenges during design and 

implementation. Four representative enterprise data pipelines used in the ingestion, 

transformation, and processing of IoT and edge data—each tailored for different 

application scenarios—are presented next. The proposed patterns encompass edge-to-

core or core-to-edge data flows, support hybrid cloud deployments, and address critical 

requirements such as latency, bandwidth, reliability, security, privacy, and access 

control. 

The process of integrating IoT and edge data into enterprise pipelines is receiving 

growing attention, with many vendors now offering edge and IoT products and solutions. 

Yet organizations still face a lack of guidance in this regard. Data integration enables 

IoT data to be analyzed across systems from multiple providers, but current analytical 

pipelines do not cover the specific requirements of IoT and edge data nor recognize their 

distinctive features. Deduplication and data fragmentation can impose additional 

burdens on active data management processes. Enterprise use cases that potentially 

benefit from the integration of IoT data and the application of edge computing are 

especially diverse. 
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5.2.1. IoT Data Characteristics 

Due to its intrinsic characteristics and nature, IoT data exhibit essential prototypes which 

are significant and distinctive highly to other enterprise data. Such features can be 

summarized in the following points: • The data are numerous and time-sensitive. They 

are produced in bulk and every time-series leakage would affect sensitive applications. 

• The data are redundant and require continuous streaming-data compression considering 

the cost-performance trade-off. • The data may be publicly available. If they do not 

contain sensitive information, they can benefit all end users. • The data may be 

equivalent or can even replace traditional database-oriented data. For instance, the data 

from the manufacturer can replace the data from the retailer. • The data encompass time-

value information. Because of different valuation times of the same thing, real-time or 

near-real-time services can create value that timeless and static services cannot. • The 

data may show an abnormal situation in the short term, stressing storage and computing 

ability in micro-seconds. • The data may be meaningful only in edge nodes and are not 

suitable for storage at remote cloud data centers. • The data with limited streaming effect 

and value need to be analyzed and sorted in edge nodes to reduce transmission burden 

to the remote cloud. • The data origin may involve complex legal issues, including usage 

rights, related ethics, and even compensation. 

5.2.2. Edge Computing Architectures 

The perceived advantages of processing IoT data close to the data source have led to the 

exploration and deployment of distributed data processing systems based on edge 

computing. These systems, logically positioned between the IoT devices and the cloud, 

attempt to parry the challenges generated by extreme environments, by harsh data flows, 

and by the balance of latency, bandwidth, reliability, and privacy. Edge computing 

functions can be offered from devices at the edge of the network or from dedicated 

devices that act as edge servers. The continuities with traditional distributed computing 

and, more importantly, the set of additional qualities that merit the label "edge 

computing" are differentiated in the literature and highlighted in the design of the 

Alliance Edge Computing Framework. 

The upper layers of the computational ecosystem can show a continuum from the local 

IoT deployments and small actors, often not controlled by the enterprise, to these 

aforementioned edge servers—all the way to the enterprise operation system that may 

sit in a private cloud or the public cloud of one of the major providers. An association 

defining the collaboration aspects of multiple clouds and hybrid architectures also exists. 

The association is interested in many aspects of cloud computing from security and 

compliance to governance, identity and data management, and quality of service. 

Specific solutions for reducing the cost of deploying cloud services across multiple 
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locations have also been proposed, so that relevant capacity can be deployed close to 

where it is needed. 

5.3. Enterprise Data Pipelines: A Review 

Enterprise data pipelines are developed to fulfill the data processing and distribution 

requirements of the organization. They connect enterprise applications, databases, 

systems, cloud and on-premise infrastructures, and provide services for data ingestion, 

data processing, and distribution or publishing for real-time or batch analytical use cases. 

Regardless of whether data originates from organization-owned data sources or from 

third parties, and whether it is generated in the cloud or on-premise, the data refers to 

system usage, transactional events, sales, market feed, and so on. 

Ingestion of IoT and edge data streams, event-based processing and routing, processing 

cloud data, transformation and enrichment, and finally publishing of the processed 

information used by a multitude of upstream business applications, dashboards, and data 

warehouses are features widely supported by existing enterprise pipelines. Data 

augmentation, where events with relevant information required for deeper analysis of 

the events at a later stage are enriched with additional context information sourced from 

either a marketing data warehouse or an external feed, is also supported in enterprise 

pipelines. 

5.3.1. Data Ingestion and Streaming 

Enterprise Data Pipelines: A Review 

The ingestion and streaming of data are crucial for enterprise data pipelines, enabling 

timely data delivery and branding data lakes as near-real-time data lakes. IoT and edge 

devices capture data in real time, necessitating a clear flow specification for large 

volumes of data ingested and streamed from IoT and edge, distinct from data generated 

in other enterprise contexts. 

Components and capabilities of data ingestion and streaming services from enterprise 

vendors and cloud providers facilitate the integration of IoT and edge data into these 

pipelines. They support high-throughput, low-latency ingestion and streaming of small 

messages, necessary for processing time-dependent data. Such services enable the time-

dependent ordering of events/states, support coarse-grained retention policies, and can 

quickly absorb surges and bursts, recreating full data sets for late consumers. They can 

ensure the ordered/particular delivery of data/messages, parallelizing ingestion when 

needed and supporting the necessary content-based routing. Data cleansing and 

validation usually occur downstream, reshaping the pipeline into a near-real-time data 
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lake. For hybrid and multi-cloud enterprise architectures, proper attention should be paid 

to secure and fast delivery. 

Enterprise Data Pipelines Review 

Enterprise data pipelines consist of connectors, cleaning and validation stages, a 

processing engine, and connectors to ad-hoc queries and traditional BI tools. Connectors 

to enterprise sources (e.g., S/4HANA) usually differ from those to Non-SAP sources, 

especially when data resides in the enterprise core. Cleaners and validators in enterprise 

contexts check for update streams and obvious faults. The processing engine can be a 

data mesh or fabric, and data is usually served into a central data lake supported by a 

traditional DWH structure. Such a combination suffices for the remaining enterprise 

pipelines, each addressing a specific need in the enterprise. 

 

                                    Fig 5.2: Data Ingestion and Streaming 

Ingestion and Streaming Data ingestion and streaming data are crucial for enterprise data 

pipelines. In smart enterprises, the ingestion and streaming of data constitute a key 

element of these pipelines, directly involving IoT and edge devices. IoT and edge devices 

work in real time, continuously capturing large streams of data. The need for timely data 

delivery, coupled with constant IoT and edge data generation, allows the updated data 

lakes to be branded as near-real-time data lakes. The growing volume of data prompted 

enterprise vendors and cloud providers to implement data ingestion and streaming 

services capable of addressing these challenges and fulfilling the specific IoT/edge data 

streaming requirements. 
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5.3.2. Data Transformation and Enrichment 

The transformation, enrichment, and publishing phases of enterprise data pipelines are 

the most complex in terms of the multiple tasks that need to be coordinated. Enterprise 

data pipelines typically contain a set of ReST APIs (Representational State Transfer 

Application Programming Interfaces) that allow data to be consumed by various external 

parties. Most of these are designed to be accessed by third-party clients with strict 

requirements concerning security and performance. For this reason, they usually are not 

designed as a common layer for internal consumption. As a result, they need to be pulled 

as asynchronous data flows and, later, aggregated and merged to create the complete 

model required by the platform’s users. 

Communication issues typically arise when providing IoT and edge data as part of an 

enterprise data pipeline. The frequency of message production is usually much higher 

than the frequency of consumption, implying that proper aggregation must be 

implemented on the side of the consumers. This aggregation must consider performance 

aspects and respond within an acceptable latency range. Moreover, some scenarios are 

characterized by a limited number of requests produced over time, implying that these 

data aspects must be stored—most commonly on a NoSQL database—to allow easier 

access. For these situations, a common consolidated ReST API is created to meet the 

data consumers’ needs. When providing IoT data in an enterprise data pipeline, the 

consideration of data rights needs to be integrated. 

5.4. Integration Patterns for IoT and Edge Data 

Integration patterns dictate the location and pattern of data movement across the tiers of 

the IoT and edge computing architectures. These patterns elucidate the directions in 

which data is sent for subsequent processing: from right to left in Figure 5.3 for 

downstream/sink processing and from left to right for upstream/source processing. 

Hybrid and multi-cloud designs introduce complexity that allows additional data flows, 

especially between core and edge. The core processing service that ingest the telemetry 

stream provides the necessary combination of reliability, persistence, and data lifecycle 

management but can require considerable latency to become responsive. An alternative 

pattern supports real-time processing by moving parts of the intelligence to the edge. 

Timeliness is supported through the distributed compute and low-latency access to the 

sensors and actuators. Core-to-edge patterns support data that are either large (requiring 

a large compute-intensive model) or nonstreaming (such as new software for an IoT 

gateway or a new control algorithm or procedural knowledge for a robot). These patterns 

are the “difficult interaction” patterns. 
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5.4.1. Edge-to-Core vs Core-to-Edge Pipelines 

Internet-of-Things (IoT) and Edge data—often generated from sensors attached to lane- 

or approach-level industrial equipment that monitor for conditions affecting production, 

such as downed equipment, change in production levels, or part shortages—are usually 

integrated with a company’s analytics-ready data framework. The typical enterprise 

pattern is to bring such data into an enterprise cloud for long-term storage—to core 

infrastructure—for correlation with enterprise-level events that are usually not time-

critical. Correlating sensor flags such as “down” with historical trends in level and 

production allows an enterprise to proactively monitor for problems. 

Nonetheless, there are also important scenarios in which time is of the essence, driving 

the need for the sensitivity and quick response of edge processing and facilities closer to 

the industrial source. An initial model for IoT and Edge data show both enterprise-level 

transfers from Edge-to-Core sources as well as time-sensitive flows from the company 

Core to Edge services, telling the edge stage to act now on conditions that if neglected 

could damage the electricity grid or cause other calamities.  

5.4.2. Hybrid and Multi-Cloud Architectures 

Most enterprises follow a hybrid/cloud strategy for their general IT infrastructure. 

Nevertheless, most pipelines use dedicated data centers or public cloud services 

exclusively. Generalizing these patterns permits a more seamless integration of IoT and 

edge systems in these pipelines. The extension of pipelines to support multi-cloud 

architectures remains rare, despite the considerable redundancies and added 

complexities of maintaining a second pipeline at the same time. 

One example is a video surveillance system where latency and bandwidth requirements 

make it impractical to send the raw unprocessed streams to the core or cloud. Each edge 

location runs its own pipeline for real-time use cases, while only selected summaries of 

the streams are transferred to the core or public cloud for longer-term storage or 

retraining. Despite only a subset of the streams being transferred, the solution remains 

costly in terms of bandwidth, and a third-party service in the public cloud could provide 

better computer vision models than the in-house ones. A multi-cloud extension is 

therefore being designed, allowing some locations to use a third-party service either 

continuously or for special events. The resulting architecture is illustrated in Figure 5.19. 

5.5. Architecture Considerations 

IoT and edge data integration has special requirements. The volume and velocity of data 

collection at the edge lead to potential latency, bandwidth, storage, and reliability 
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challenges within enterprise data pipelines, especially for the core-to-edge pattern. In 

addition, the sensitive nature of IoT data demands special consideration of security, 

privacy, and access control. 

Enterprise data pipelines face different challenges depending on whether IoT and edge 

data is moved from edge devices to the core enterprise systems or vice versa. In the 

former case, the volume and velocity of the data may overwhelm the bandwidth of the 

network, especially when connectivity to the core is intermittent. Moreover, it may also 

be critical for such data to reach the core without delay—in time series prediction 

models, for example—or with predictably low latency. In the latter case, these systems 

may act as an intermediary between the core enterprise systems and the edge devices to 

supply data that may not be needed in real-time, such as contextual or enrichment data. 

These dynamics complicate the availability and reliability of such architecture. 

5.5.1. Latency, Bandwidth, and Reliability 

Low latency, high bandwidth, and reliable connectivity are essential design 

considerations in enterprise data pipelines, especially pipelines carrying IoT and Edge 

data. Latency matters for time-sensitive processes such as industrial automation, traffic 

control, inventory management, or monitoring of critical infrastructures (e.g., power 

grids, oil refineries, or aqueducts). Bandwidth is important, especially in applications in 

which large very large volumes of data may be generated by numerous data sources. 

Likewise, when many devices need to be connected simultaneously (e.g., mass events 

or large gatherings), whether temporary (festivals, concerts, sporting events) or 

persistent (airports or mass transit infrastructures). 

 

Fig 5.3: Latency, Bandwidth, and Reliability 
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5.5.2. Security, Privacy, and Access Control 

Integrating IoT and Edge Data into Enterprise Pipelines 

Data streams originating from cameras, drones, or sensors can contain sensitive 

information about living beings and their surroundings. Security and privacy risks have 

to be mitigated to an acceptable extent. Four main security risks are identified and 

discussed: confidentiality, integrity, authenticity, and availability. Specific security 

controls are proposed to address these risks. 

Security and privacy concern all parties working with systems containing sensitive data. 

Nevertheless, the responsibility for data safety typically lies with the owner of the edge 

resource, who has to mitigate any risks and define proper controls to fulfill 

confidentiality, integrity, authenticity, and availability requirements. The choice of 

clouds used for data storage also has an impact on the overall safety of the system. 

Resources are often rented from several third-party cloud providers. To minimize 

security cross-cloud costs, a solution based on the use of a hybrid multi-cloud 

architecture is proposed. Industries may request data from third-party systems for further 

analysis, but it is essential to define specific rules and mechanisms for data access 

according to the concerned parties’ authorizations. The main aim is to permit protected 

access to sensitive data while minimizing access/retrieval time for perimeter surveillance 

applications. Access control policies for edge resources may be more easily managed if 

centralized in an external system. 

5.6. Technologies and Tools 

Many different technologies and tools can integrate IoT and edge devices into an 

enterprise data pipeline. Messaging systems, such as Apache Kafka, Mesosphere, 

StreamPipes, Red Hat AMQ, and RabbitMQ, support ingestion of data from edge 

sources. Batch- and small-batch data from edge sources may also be streamed to the core 

using traditional ETL tools with a scheduling mechanism or messaging. Apache Nifi, 

Diez and Sampaio note, offers a user-friendly web interface to design data flow. It can 

operate in a cluster, inside Docker, support secure clusters, and run workloads detected 

from upstream services. 

Streaming platforms allow information integration, filtration, and enrichment for 

machine learning pipelines and real-time visualisation into third-party systems. Data 

may also be published on IoT platforms, such as Google Cloud IoT, AWS IoT, Microsoft 

Azure IoT Hub, or Eclipse IoT. These platforms provide dashboards, connectors, and 

common data models; many also offer machine learning capabilities. Resources 

deployed in the core/central locations are monitored and scaled automatically. Data from 

ML components of these cloud platforms may also flow to other enterprise systems—
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such as security information and event management (SIEM) and business intelligence 

(BI) systems—through traditional processes or custom connectors. 

Various edge compute frameworks help manage workloads from cloud to edge devices, 

including data- and model-driven distribution. Apache NiFi can ingest data streams from 

one-to-many cameras, infer features at the nearest edge, relay them downstream for ML 

joining and visualisation, and batch features back to the cloud for demand-side training. 

Large-scale, fan-out data streams managed from a central location, Diez and Sampaio 

conclude, require a combination of low-latency and low-bandwidth cloud-edge training. 

 

Fig 5.4: Integrating IoT and Edge Data into Enterprise Pipelines 

5.6.1. Messaging and Streaming Platforms 

Messaging and streaming platforms are critical components for handling the high 

throughput often encountered with IoT and Edge data. However, traditional 

request/response APIs are insufficient to cope with these high ingestion rates and dealing 

with bursts of data. One possibility is to rely on HTTP-based Pub/Sub solutions, such as 

AWS SNS and Azure Event Grid. These solutions, however, may not be the best choice 

for scenarios that require reliable delivery of data, end-to-end flow control, delivery 

filtering, batch publishing or post-delivery processing. Kafka, Pulsar or Kinesis can 

provide the range of services required to deal with many of the non-functional 

requirements for periodically ingested data. 
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In scenarios where event-based data are too complex to be processed by a filter (e.g., an 

IIS traffic log where files hosted change frequency can not be estimated in advance), 

security redundancy is too excessive, traffic is subject to extreme variation, or down-

sream data-processing or storage become a bottleneck, apply architecture solutions 

proposed for buffering data on a stream. The choice of technology should match the 

architecture requirements for buffering data. For example, S3 is an appealing target for 

buffered data due to its virtually infinite stor-age capacity, high reliability and low cost. 

By design, S3 provides cost-effective storage for infreqeuently ingested data, relaxed 

consistency semantics, and retrieval latencies that make it a poor target for serving users. 

Cost-ef-fective "infront" services, like CloudFront or Fastly, are available in most major 

clouds to help cache frequently-accessed data (infront of an S3 bucket), while push 

notifi-cation services such as AWS SQS or Google PubSub Group can be leveraged to 

burst requests for files that are infrequently accessed. 

5.6.2. Edge Compute Frameworks 

Several Edge Compute Frameworks simplify the integration of IoT and edge data into 

enterprise pipelines with efficient real-time data pre-processing and low-latency, high-

reliability streams supported by message brokers. Cloud IoT services or other enterprise 

resources can be accessed as a set of functions or can run advanced analytics and AI 

tasks located on the cloud side of the pipeline. Edge appliances can be deployed as 

Docker containers on communicating devices or integrated into the edge compute 

frameworks in a dedicated field deployment. The kind of ontology-based middleware 

that has been developed for fog computing also allows any gap in service, including 

presence detection, to be covered by delayed functions that can be applied directly on 

the field, thus realising full autonomy. Examples of prominent middleware for edge 

computing include Microsoft Azure IoT Edge, AWS Greengrass, Cumulocity, IBM 

Watson IoT Edge Application, Google Cloud IoT Edge, and Predix. 

The Microsoft Azure IoT Edge service extends the Azure IoT Hub cloud gateway with 

support for connections over MQTT or AMQP from Azure-compatible devices equipped 

with the IoT Edge runtime. Containers running on the devices transform them into 

standalone, connected microservices that include the security and authentication of 

devices, remote configuration, access to Azure cloud services and functions, and support 

for data acquisition and control of any IP connection. The Azure IoT Edge Marketplace 

provides a gallery of ready-to-install, open-source components, such as a certified OPC-

UA server for connectivity to legacy industrial equipment. Custom modules can be 

developed in any of the programming languages supported by Azure for compression 

and reduction of data sent to the cloud. A distributed architecture for data filtering, 
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aggregation, and control has been demonstrated with support for the presence of one or 

more cloud IoT hubs under Azure. 

5.7. Conclusion 

Data from Internet-of-Things (IoT) and Edge Computing devices provides great business 

value and therefore must be integrated into enterprise data pipelines. The discussion has 

highlighted the characteristics of IoT data that must be taken into consideration when 

designing the data ingestion, streaming, processing, enrichment, industrialization, 

serving and usage components of these pipelines. Special emphasis has been placed on 

the sources of latency, required bandwidth, reliability, security, data privacy and access 

control that affect the integration of these data sources. General patterns have been 

identified, namely: (1) support for latency-sensitive or large-volume data sources via 

Edge-to-Core vs. Core-to-Edge pipelines; (2) deployment of Hybrid and Multi-Cloud 

architectures effectively distributing the flow processing workload between public cloud 

and on-premises environments. 

5.7.1. Future Trends 

It is likely that IoT and edge computing infrastructures will evolve in such a way that 

more data will be stored and processed at the edge than in the core—especially in 

commercial settings where the edge consists of gateways that aggregate, filter, monitor, 

and package data for consumption by a large number of services. Technologies 

developed for maturing applications such as smart factories and smart cities will likely 

enable a de facto step-change in IoT. Not all services will benefit from IoT/Edge data 

stored and processed at the core; however, for many enterprise applications—especially 

AI, statistics, and reporting—all factors indicate that having core access to IoT/Edge 

data, as well as merging such data with non-IoT/Edge data, will be key components of a 

strong and robust enterprise-data pipeline. 

Related to the above topic, IoT and Edge data-privacy concerns will also shape the 

development of the proposed hybrid-and-multi-cloud patterns and architectures. 

Business and industry IoT and Edge data stored in public-cloud environments will 

impose strict regional legislative controls. These controls will become more complex 

and stronger as they continue to develop over time and as regional tensions increase. The 

proposed patterns will ensure compliance by providing a flexible architectural-design 

option that reduces the cost of compliance. Further distribution, processing, analysis, and 

productization of IoT and Edge data at the edge will also become easier and less 

expensive as edge-compute platforms become as ubiquitous, agile, and simple as data-

ingestion and data-analytics pipelines.. 
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