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Chapter 4: Streaming Data Platforms and Event-Driven
Design

4.1. Introduction

Streaming data platforms allow for the processing of continual data records at large
volume, high velocity, and with low latency. Event-driven design applies a programming
style where the flow of the program is determined by events, which are changes in the
state of the system. Events are captured over time (a time-stream) and then strongly typed
into an event schema with the associated data.

Three foundational questions are important. First, what are the core principles behind
streaming platforms? Second, how is event-driven design applied to build event-driven
systems? Third, how do Cap Theorem trade-offs shape the design of streaming systems?
Answers draw from experience building and deploying systems for capturing and
analysing data from transactions and demographic flows at Twilio and booking data at
the Farelogix airline distribution platform.

4.1.1. Background and Significance

Streaming data platforms and event-driven design merit their own models because they
offer distinct principles and patterns that influence architecture in ways that batch and
service-oriented design do not. Streaming data platforms process a continuous flow of
incoming events in real time and mirror the modern world of fast business and instant
analytics. Their core concepts—streams, events, and time—blur the binary distinction
between batch and stream data, and their architecture follows ingestion, processing,
storage, and serving patterns that often rely on the same technology in the same sequence
as batch-oriented systems.

Event-driven design subscribes to event sourcing as the primary form of domain model
and a publish—and—subscribe model for communication. It enables stateless
microservices with low coupling inside and between each layer of the architecture. It can
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tolerate reduced data quality through defined rules and is optimized for horizontal
scaling, though it requires idempotence in processing, delivers at least once rather than
exactly once guarantees, and necessitates support for out-of-order delivery. Event-driven

design can, however, introduce additional complexity through data replay during retries
and compensating actions alluded to in the design of materialized views and serving
layers in the storage model.

Fig 4.1: Streaming Data Platforms and Event-Driven Design

4.1.2. Research design

This research combines systematic mapping and enterprise architecture methods to
produce a coherent view of streaming data platforms and the event-driven design
principles that exploit them. First, a set of candidate streaming platform designs and
event-driven principles is defined through a systematic mapping of the literature on
streaming data. Streaming data platforms are a cohesive architecture that brings together
a set of data- and process-centric properties supporting data-driven decision making and
the creation of new events from the detection of pattern matches in existing data.
Streaming data platforms also support decision-automation through event-driven
architectures, which strongly decouple decision following from decision making within
the same organisation.

The cognitive and resource cost of actually making decisions is generally much higher

than that of simply responding to other people's decisions. The above principles,
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proposed in the context of organisation-wide event-driven architectures, have been
linked with those of distributed systems. The platform architecture ultimately drives the
enterprise architecture, defining how data moves and is processed, both in batch and in
real time.

4.2. Foundations of Streaming Data Platforms

Streaming Data Platforms and Event-Driven Design: Principles, Architecture, and
Applications

The term streaming data platforms designates a class of data system that extends the
batch-centric data lake approach in order to address the requirements of true streaming
use cases—or at least make them possible. The shift from traditional batch-centric data
systems to new architectures for true streaming is driven by the emerging Digital 4.0
trend; Streaming Data Platforms address the needs of organisations that aim to develop
a Data-In-Motion capability that will allow them to differentiate and compete on the
basis of real-time, predictive, and prescriptive data-driven insights. Typical Streaming
Data Platforms: applications of streaming processing in mainstream sectors, such as
business, finance, and telecommunications; centrality of streaming use cases and event-
driven application design.

Following these themes, the section discusses the core tenets of Streaming Data
Platforms and the guiding principles of event-driven design. Both perspectives are
concerned with the very structure of real-time data processing, be it a single application
developed with streaming technology, or a complex system made up of many loosely
coupled, event-driven components. Local application development — a single, streaming
application — needs to consider event sources, routing, stateless vs. stateful processing,
and guarantees of accuracy. Distributed architecture requires complementary focus on
the principles of materialized views, data storage, and the roles of event producers and
consumers.

4.2.1. Core concepts: streams, events, and time

The concepts of stream, event, and time form the foundation of event-driven systems
supported by a streaming data platform. A streaming data platform supports two types
of streams, which have fundamental differences: event streams and data streams. An
event stream is a potentially infinite sequence of events — changes that have occurred
in the system. Operations on these streams derive data streams, which represent current
or projected system state. Streams receive the data they contain from sources. The most
common types of sources are user applications, devices that collect information from the
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physical environment, and external external service or system interfaces that produce
information or require actions. In a streaming data platform no dedicated sender of
information is required; streams do not persist source content. The nodes processing
stream content can be heretical; a sending event source can simply delete its own copy
of the data.

Despite the similar terminology, the definitions of event and data vary according to the
type of processing being considered. A data stream consists of records, the unit of data
exchanged as the stream contents flow through the nodes. A record encodes information
in key—value format: key, attribute string; value, structure defined by its associated
schema. Time is an essential element of both event and data streams. Events are ordered
according to event time, the instant at which the change occurred in the system. Data
stream records are ordered according to processing time, when the record was ingested
into the stream. Operations can be grouped into stateless and stateful processing based
on whether the result of the operation depends only on the incoming record.

4.2.2. Architectural patterns: ingestion, processing, storage, and serving

To develop typical event-driven applications using streaming data platforms, the above
concept of events and streams must be extended into specific architectural patterns that
focus on process and the flow of data through the different processing phases of the
system. These processing patterns subdivide an application into four, often
asynchronous, stages: ingestion, processing, storage, and serving. Application-level
ingestion patterns describe where and how events are produced; the remaining two
processing phases describe how events are communicated through the system and how
storage is conceptualized within an event-driven architecture.

In streaming data platforms, these phases correspond to the ingestion, processing, and
serving components. Event sources write events into the streaming data platform's
buffering layer, from where data are consumed and processed. Ingestion patterns outline
the specification of event sources: the choice of external system that acts as an event
source, what logical data do the sources represent, what transactions are needed, and
how they are translated to produce a stream of events.

4.3. Event-Driven Design Principles

An application’s composition, including the interaction and coupling between its
separate components or services, can have a large impact on the possibility of
incorporating other services and exchanging specific implementations. The idea of
decoupling components by employing events for signaling and communication has been
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referred to as event-driven design or event-driven architecture. Such decoupling allows
services to be added, removed, or modified without breaking existing components that
are not directly dependent on them. The ability to add new services is particularly suited
for a streaming data platform where continuous data flows into the system that can be
processed, analyzed, and made accessible to new services without affecting the core
application.

The simplest form of an event is that of a record generated by an event source that is
routed to an event-processing function. Depending on the nature of the function, a
function may be stateless or stateful; that is, its output may depend only on the current
input or on all inputs it has seen so far. For a wide variety of applications, statelessness
provides the easiest programming model and the highest throughput, scaled-out or
distributed implementations being naturally supported. However, the uniqueness of
these sources do not just exhibit or impose the challenges on a streaming data platform;
rather they are relevant attributes to all streaming data platform implementations.
Important properties and techniques include idempotence, which underpins the ability to
scale-out in batch or in those services that write to distributed storage backends, along
with the precise or at-least-once processing guarantees of stateful operators and
windowed aggregations; windows themselves requiring special semantic models to
correctly express the relationship between real-world events and the computation
outcomes.

Fig 4.2: Event-Driven Design Principles

4.3.1. Event sources and event routing

Any event-driven application is subject to a continuous stream of inputs from multiple
sources. For example, in a digital marketing application, users browsing a website send
a stream of events, while clickstream data and advertisement performance data act as a
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source of batch input. Such data sources can be classified as either trigger sources or
batch sources. Trigger sources continuously create small streams of events in reaction to
some stimulus, and often in real time. Batch sources continuously collect information
and make it available in a large-batch form at a specific frequency. Trigger sources of
all types tend to push their outputs downstream, while batch sources are usually pulled
by the batch processing stage.

Trigger events can be made richer and more expressive by adding context about the data
and about previous events. This context is usually made available in the form of a static
lookup table or as a small stream of batch updates containing the latest changes to the
lookup table. These updates need to be routed to the stateful processing step so that the
lookup table can be kept up to date. The routing can be implemented as a smart join
operation that sends the updates to the correct stateful processing instance based on the
join key.

Trigger events can also be used to route the batch data—due to their small size, these
trigger events are good candidates for sending out to the cloud—and, in the case of a
marketing application, can also be used to trigger the running of a batch processing step
that creates advertisement performance data.

4.3.2. Stateless versus stateful processing

Stateless data processing methods do not maintain any information on intermediate
results between distinct input events. Therefore, each input event is processed in
isolation. For example, the calculation of maximum or minimum values over an event
stream do not require state, since the input and output of the processing methods can be
stored as part of a (materialized) view at any time. Hence, every incoming event can be
handled independently of past events in the stream.

Stateful methods, by contrast, maintain additional information in state variables that
capture knowledge about previously processed events, which can then be used to
produce an output for every incoming event. Typical examples are orders of magnitude
higher than the throughput of the stream: a stream of (partially) gerund events with the
fraction of increase shown of now surpassed the latest on the history dimension an event
stream from an in-store shopping service can simply be stored and the sizes be updated
as new purchases are detected.

Stateful methods generally suspend their operation until state information is completed
and stored, for later on-line or batch processing. In many event-driven business
applications, however, events occur continually and states are updated constantly, often
with time-windows or penalty functions. Examples include real-time detection of Visa-
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like cards used by been stolen, or tracing the footsteps of suspects through travel-control
camera events.

The extra information held in state variables allow for semantics not available with
stateless methods. In the Visa example, the states would capture the list of nicknames
(perhaps with associated amounts) and their temporariness.

4.3.3. Idempotence, exactly-once processing, and at-least-once guarantees

One of the biggest challenges with event-driven applications is reliably delivering
messages to downstream consumers. When using volatile processing capabilities, this is
done through at-least-once processing; the idea is to retry processing as many times as
needed until it succeeds. This approach works fine for stateless operations such as
writing to a database and is sufficient for many use cases. However, many stateful
operations such as aggregations or joins are complex to support in a retryable manner.
Nevertheless, they can be built on top of at-least-once processing if the subsequent stages
are idempotent.

Idempotence means that performing the same operation multiple times has the same
effect as performing it once. In the context of writing to a sink it means that the same
message can be safely written over and over again. Idempotent operations have been
traditionally used in databases for incrementing counters in a failed-attempt-safe
manner. Additionally, many databases provide some type of unique constrait expression
to enforce it. This is equivalent to saying that if two consumers try to apply a change,
only one will succeed, like different shards doing the same action at the same time.

To make a stream-processing application fault-tolerant while avoiding the complexity
of ensuring idempotence, Direct Acyclic Graph (DAG) subtrees can be replicated on
multiple processing nodes. The writes to sinks can then be partitioned per node. In cases
where there are multiple subscriptions to a topic, such as a user-oriented topic that needs
to be presented in different formats, read replicas can be deployed to consistently handle
the expected load without data loss or duplication.

4.4. Streaming Processing Paradigms

Batch processing, the traditional dominant paradigm for large-scale data processing, can
be applied to streaming scenarios with adequate care, but the inherent latency of batch
processing operations disqualifies it as a streaming processing paradigm. The differences
between streaming and batch processing can be viewed on a spectrum, where streaming
processing offers a sequence of results over time, and batch processing—a single final
result. Streaming data platforms support windowed aggregations that group unbounded
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streams into finite mini-batches, and queries consuming bounded streams and producing
unbounded data. Aggregate functions applied on finite streams can be expressed as
windowed aggregations, while higher-level transformations consuming unbounded
streams can often be expressed with windowed aggregations interspersed with stateful
processing steps. Supports for windowed aggregations, temporal event join processing,
and event-time semantics are consequently the key distinctions of the stream-batch
processing paradigms.

Batch and streaming processing differ from another viewpoint as well. Batches move
through the processing pipeline in distinct waves, commonly described as flows of
waves passsing through different water bodies. Events arrive in streams in an almost
endless succession, propelling the processing system to a state of flow. Streaming
processing systems experimental lose an explicit flow concept even though they often
perform natural-wave-appearance operations.

4.4.1. Batch vs. streaming trade-offs

Event-driven design, the practice of connecting event-processing components through
an event bus, leverages streaming data platforms that provide a uniform way of ingesting,
processing, storing, and serving streaming data. While event-driven design provides
clear separation of concerns, it must be applied judiciously to remain effective. Built-in
infrastructure capabilities may not align with business needs, leading to costly
redundancy. Streaming data platforms and event-driven design offer well-established
concepts, knowledge, and experience for domaining teams embarking on new projects
and transitioning from batch designs to streaming data processing. Nevertheless, the
functionality preserved or gained through a streaming architecture must be weighed
against engineering and operational costs.

Traditionally, a batch-processing design, which uses the same compute clusters for both
production and consumption within a scheduled framework, is followed. Utilizing
infrastructure for event-driven design only when needed helps contain operational costs
and reduce engineering overheads. Where shared natural-progression and support-
processing pipelines cannot be built, a streaming dedicated-event-processing
architecture can help disambiguate. Event-driven design is process-agnostic. Essential
adaption is needed only for natural-progression persistence. Rather than dedicated
ingestion infrastructure within an event-directed architecture, separate practically-
independent and schedules pipelines may be deployed at a fraction of the hosting costs.
Implementing such avoidance when possible can significantly reduce engineering, de-
risk fit-for-purpose quality, and cut current-affairs support costs by half.
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4.4.2. Windowing, aggregations, and time semantics

In many applications, the computational results of processing an unbounded data stream
must be computed over finite intervals of time. These intervals, called windows, may be
static or dynamic, may be defined based on event timestamps (real-world time) or
processing timestamps (the time when an event is ingested into the system), and may
introduce new complexities in state management; for example, the managed state may
need to retain data for only a subset of the past event stream instead of all past events. In
some cases, the managed state does not directly reflect the semantics of the
computations. Rather, the system may employ a compensating mechanism based on an
underlying durable storage to satisfy the expected semantics.

Windowing is commonly used for aggregation operations such as counting, summing,
averaging, and joining, which naturally compute an evolving answer based on past
events and are desired at a certain level of granularity. A batch of results is produced at
the end of each window interval. Much work has focused on designing progressively
efficient algorithms and systems for such aggregate queries. Event-time semantics is
essential when an aggregate query runs in a real-world application and the input data is
subject to delays, because it alleviates the quality-of-result problems caused by input
delays, at the cost of worst-case design. A more relaxed quality-of-result concept is often
used in practice — namely, the results for a past window remain correct, while those for
a future window are subject to possible change. The precision of the evolving answer
can be traded against resource consumption by carefully bounding the size of the retained
past state.

Windowing also comes into play when querying observational data. Queries may look
for sensor devices exhibiting anomalous behaviour in the past few hours and remain
current while new data arrive. Such queries can be processed at a low level of granularity,
but there is no trade-off with resource consumption; they require a Compensating Event
Processing (CEP) architecture and can thus be done efficiently without any need for a
complex state management mechanism.

4.5. Storage and Serving Models for Streaming Data

Future state changes of a domain, such as the current location of train carriages, vehicle
traffic on a motorway, or the temperature of a room, change rapidly. By contrast, durable
storage cannot change state instantly; it is slowed by the time taken to commit the change
and by the latency of reads across a network. Data storage for streaming-processing
systems must support replay and may be used to recover from failure. As recent research
shows, there are at least three ways to relax the consistency guarantees associated with
storage consumed by a streaming-processing application: materialized views, time-
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travel support, and compensations. A serving layer is then built on top of the storage
model.

The events produced by the newest state changes may be discarded based on policy, or
kept in a separate structure for a limited time. Both serve to give only a limited budget
to storage. Stream-processing sentences are occasionally used to execute these events by
methods associated with change detection or incremental modes of processing.
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Fig 4.3: Storage and Serving Models for Streaming Data

4.5.1. Durable storage backends and log-structured stores

Durable storage backends provide fault tolerance by guaranteeing the preservation of
data with per-event durability while also offering high throughput. As such, they
facilitate the replication of events across processing nodes. For cost-effective and
performant storage, data is often written in a log-structured manner, where the focus is
on minimizing sequential write costs rather than optimizing for random reads. The latter
are typically served from in-memory caches or in the form of materialized views backed
by the storage system. The log-structured approach maps well to traditional disk and
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solid-state drive (SSD) architectures, which are optimized for sequential writes. Further
compression techniques (e.g., columnar and Delta encoding) can help reduce the storage
foot-print.

Log-structured storage systems use a write-ahead log (WAL) to persist transactions
before they are executed; the data flow from databases also has a similar design.
Following a crash failure, the read/write operations can be recovered using the WAL.
While the parent structure is a B+-tree, the log-structured database can be conceptually
viewed as a log-structured storage to which HDFS-like event stores can be consistently
replicated using a WAL. Durably-consistent log-structured stores can also store raw
events for time-travel queries and can be leveraged to implement reply functionalities
such as compensatory actions in microservices.

4.5.2. Materialized views and serving layers

A materialized view is the result of running a query against a streaming data platform,
storing the current output of the query for fast lookups. Queries that create materialized
views can range from basic operations, such as filtering, to complex aggregations and
joins. These views enable real-time lookups via a simple key-based API, while the
underlying query continues to run incrementally to maintain the view’s accuracy.
Materialized views can be automatically maintained by the streaming data platform
whenever the data in the source table changes, so that the views reflect the results of the
queries, with minimal latency.

Despite their appeal, managing multiple materialized views for an application can
introduce a non-negligible maintenance burden. The streaming data platform may store
a materialized view for any query deemed expensive to recompute; however, the view-
creation query must remain fixed. An alternative is to maintain a stopping-point finger
table that supports fast lookups. Instead of explicitly defining a set of materialized views,
the data engineer or analyst specifies an order on the set of views and the search key
range index. The streaming data platform retains a limited number of views specified by
this order and the search-key-index finger table, automatically maintaining the data in
the view that receives the next-query lookup with the lowest latency.

Materialized views of using a serving layer naturally fit within decoupled architecture,
while otherwise integrating transparently. A serving layer differs from a mere front-
facing entry point, as the serving-layer interface is not limited to ingestion. However, it
is common for stream endpoints to be cleanly separated from serving layers. Serving
layers can also be used to support applications with one or more read paths, where the
read workload on the source tables is high relative to the updates. In such situations,
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continuous aggregates are maintained over the source tables, with SCOPE ordered
indexes on the aggregated data, to provide low-latency response for the read workloads.

4.5.3. Time travel, compensations, and data replay

The tap of a finger into a GPS-enabled personal device awakens a cascade of automated
responses that monitor and activate a myriad of systems, resulting in reliable and
accurate information. The user's whereabouts and actions at any given point in time are
captured in a stream of events for logging, processing, and future recommendations. Yet,
the user's physical being does not cease to exist. Data size can be expunged into the abyss
of forgetting, returning only when derived from log data or materialized views. And
there remains the shortcoming of compensating for earlier decisions that have already
changed reality.

The bulk of enterprise data should be treated as a reservoir of knowledge supporting
every decision made throughout the life cycle of a corporation: Whether a potential client
has been made an offer, whether a prospect has receded into oblivion, whether an
anticipated purchase was made at a higher price than previously offered, or whether a
technical misjudgment has caused the loss of a client. Even the notion of "client" can
change over time and may not protect against price jumps as Black & Scholes realized
and debated. Every event represents information and should be preserved. All events are
most valuable at the time of occurrence, but may also enable more accurate decisions in
the future—when searching for areas not undergoing seasonal effects, spotting
potentially ephemeral correlations, or answering a question that had occurred too late for
the data to be produced on time. Data permitting exploration and review of earlier
decisions should be preserved in any event.

4.6. Conclusion

Streaming data platforms and event-driven design are increasingly relevant to
applications such as prosthetics, monitoring, on-line advertising, and ride hailing and
sharing. Considerable attention has therefore been given to the principles of these fields
and an architecture for streaming data platforms, grounded in the nature of streaming
data, its processing requirements, challenges, and application patterns. Event sources,
event routing, ingestion pipelines, stateless and stateful processing, message brokers,
back-end processing engines, storage, and serving layers have been examined. Open
questions include nonstandard data semantics, storage options for nonstripeable,
nonseparable queries, and systems that provide the clean separation of concerns
established by modern data warchouses, rather than precursor architectures built on
relational databases.
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Future Directions. The popularity of streaming data platforms and event-driven design
will continue as new applications emerge and are commercialized. Current research hot
spots include building reliable and secure systems that protect end users, onboarding
multiple streams in real time from undermonitored or poorly monitored sensors, and
integrating event-driven design into programming languages. In addition, the cost-
optimizing closed-loop architecture of streaming data platforms deserves more attention.
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Fig 4.4: Streaming Data Platforms and Event-Driven Design

4.6.1. Future Directions

The next stage in their exploration of data platforms and event-driven software design is
to closely examine event-driven design principles across four dimensions, and then
consider how event-driven streaming principles apply to the key architectural functions
of streaming data platforms—data ingestion, processing and storage—and how they
interoperate and fit together. The results provide the foundational knowledge required to
answer questions about design and implementation that are specific to an actual
streaming data platform. With these aspects established, they then move on to an
exploration of practical applications and experience acquired from deploying a real
streaming data platform. These complement and build upon the previous theory-driven,
platform-centered analysis, expanding their work in a manner that bridges those
perspectives to the primary concerns at the initiatory stage of the research endeavor: the
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nature of streaming data platforms, event-driven design, and the foundations of
streaming processing. The following stages apply these observations and concepts, but
from a more applied perspective, examining specific implementations and the lessons
learnt in deploying them.

The end goal is to set out principles, patterns, and considerations for implementing a
streaming data platform that is suitable for a variety of purposes. These notably include
complex processing of heterogeneous sources internal to a large-scale, cross-national
service, as well as undertaking resilient, elastic, near-real-time, at-scale, end-to-end
processing of vast volumes of distilled user-experience telemetry from a correspondingly
vast-scale web service..
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