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Chapter 7: Machine Intelligence for Risk: Deep
Learning Models in Credit, Fraud, and Market
Prediction

7.1. Introduction

Risk assessment has benefited enormously from the application of deep learning.
Machine intelligence, natural-language processing, neural approximation, representation
learning, and generative techniques are now routinely leveraged in the credit, fraud, and
markets domains. Driven by academic curiosity, access to rich digital datasets, and some
of the most powerful computing resources in history, an increasing number of
researchers and practitioners are exploring deep learning for risk.

Yet many questions remain. Digital credit scores are used to evaluate the future
creditworthiness of individuals, enabling faster and cheaper borrowing decisions. How
effectively do such models discriminate bad and good credit risk? Is there inherent bias
against protected groups? Would regulatory authorities, which ultimately evaluate the
fairness of these models, prefer a complex black-box model or one built on simple,
economic rules? Fraud detection systems seek to identify dubious transactions before
they are completed. How do these systems balance the need to detect fraud (true positive)
with the cost attached to falsely rejecting clean transactions (false positive)? In a sector
where the training data is highly imbalanced, how can the risk of missing a fraudulent
transaction be minimized? Rapid market prediction models are able to forecast serum
glucose levels based on a limited set of prior measurements. Do these predictions hold
under stress testing, when the underlying data distribution changes?

7.1.1. Overview of Deep Learning Applications in Risk Assessment

Novel forms of machine intelligence—teamwork between human and artificial agents—
test and extend human intelligence for novel challenges. Recent breakthroughs in deep
learning employ conceptual architectures, large reserves of digital metadata, and massive
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processing power to tackle ever more abstract tasks, especially in vision and language.
These developments feature performance beyond previous milestones, match human
ability for some specific tasks, and enable many new tasks. Applications to risk—
quantification and anticipation of losses for financial or insurance contracts—are
particularly significant because associated errors are non-linear and damaging, and even
small relative misestimates can have catastrophic impact in critical markets.

Credit, fraud, and market prediction focus the attention. Credit scoring, selection, and
pricing constitute a social and economic safeguard for releasing the natural scarcity of
money as a means of economic exchange. Fraud detection serves as a vital pillar for the
integrity and efficiency of digital commerce. Marked prediction attempts to anticipate
future price changes, to make either direct investment decisions or decisions about
associated derivative contracts that reap their profit from implicitly betting on these
expectations. Each of these areas has sufficient breadth, depth, and importance to warrant
separate treatment, yet they all intersect in the distribution and non-linearity of error, and
in how that directs attention for successful application of contemporary deep learning.
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Fig 7.1: Augmented Risk Intelligence: Deep Learning Architectures for Non-Linear
Error Management in Critical Financial Markets
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7.2. Fundamentals of Deep Learning for Risk Assessment

Fundamental concepts relevant for the application of deep learning to risk assessment
and associated predictions are summarized. Deep learning methods are assessed along
pertinent dimensions and their specific application in credit scoring, fraud detection, and
market prediction is examined.

Considering risk-oriented prediction problems such as credit scoring and fraud detection,
various well-established architectural paradigms are available. The choice of
architecture reflects the nature of the predictive task, while the representation of features
in the data also plays an important role. Data of different types may also benefit from
specific pre-processing or embedding steps to facilitate target-oriented learning,
enabling both supervised and unsupervised deep representation learning. The
mathematical foundations behind representation learning also highlight a third capability
beyond discriminative and importance-based modeling: the extraction of features that
support down-stream learning tasks such as transfer learning.

7.2.1. Architectural Paradigms and Feature Representations

Four architectural paradigms span deep learning: convolutional neural networks
(CNNs), recurrent neural networks (RNNs), long short-term memory networks
(LSTMs), and Transformer networks. Feature representations include manually
engineered attributes, fixed-feedback embeddings, and feature extraction via
embedding/presentation learning. Pre-training or data-based feedback mechanisms can
also enhance representation quality. Specific domains may impose additional model
requirements.

Transposed CNN architectures have achieved state-of-the-art image synthesis results,
demonstrating applications beyond detection and classification tasks. Applications
across computer vision, natural language processing, and audio classification often use
a Transformer architecture inspired by attention models but can potentially incorporate
any of the aforementioned paradigms. Model selections depend on the problem, chosen
supervision type, available data, and underlying data structures. The absence of an
explicit temporal dependence structure allows modern commercial photo apps to safely
leverage CNNs, despite missing digital-camera metadata. Manual representation
engineering is omitted in favor of feature extraction via embedding/presentation learning
directly from the data. These representations can potentially enhance subsequently
trained CNN architectures, either through simple model pre-training with minimal
supervision or richer feedback mechanisms.
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7.2.2. Evaluation Metrics and Validation Frameworks

Selecting proper evaluation metrics is critical for accurately assessing model
performance and informing final decisions based on predictions. The context dictates
which metrics are of particular importance; for credit risk these often include
discrimination ability (the capacity to rank risky and non-risky subjects), calibration (the
relationship between predicted probabilities and observed outcomes), and economic
valuation (i.e. profit and/or ROC-AUC). For fraud detection, emphasis is usually placed
on detection quality (considering all true events across classes), timeliness (detecting
events before or close to the moment they occur), and robustness (exposure to adversarial
or out-of-distribution attacks). Market predictions require particular scrutiny as temporal
dynamics pose several challenges; forecasted return series are typically backtested on
simulated trading strategies and profits are monitored over time.

A variety of validation strategies also exist. Cross-validation is the golden standard for
performance estimation but observing the future is generally impossible. For risk-graded
problems where test set sizes allow it, a stratified framework can be devised. The most
common strategy for time series is splitting the data temporally into training and hold-
out sets. Stress-testing — where models are evaluated out-of-sample — is also an
obvious routine that enables risk quantification under extreme events. Finally,
backtesting accuracy of market trades is at the core of financial predictive modelling.

7.3. Deep Learning in Credit Scoring and Underwriting

Deep Learning for Credit Scoring and Underwriting — The suitability of deep learning
for risk assessment in credit scoring and underwriting has been analyzed under three
lenses: performance and prediction quality, fairness along critical demographic
dimensions, and considerations associated with practical deployment. Discrimination
and calibration of the CCN are assessed in detail, and a transparent, interpretable follow-
on model serves regulatory requirements. Detection of Model Bias and Risk Assessment
in Credit Scoring and Underwriting Risk assessment in credit scoring and underwriting
is the first structured, objective evaluation of deep learning discrimination and
calibration properties. While convolutional neural networks have become the de-facto
standard in computer vision, deep learning has found only limited application in credit,
fraud, and market prediction. Credit-scoring models play an important part in financial
decision making, and non-bank financial institutions require a credit score to assess
creditworthiness. CCN is found to outperform benchmark methods on conventional
discrimination and calibration metrics. An operating characteristic curve for profit/ROC-
AUC is proposed as a model-selection criterion. A post-hoc explainability method is also
applied and other aspects of predictive risk assessment considered.
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The limited number of patterns in the dataset raises the specter of overfitting, but the
conclusion on the nonbank is that the firm is neither in a position to exploit a business
opportunity nor required to take measures to avert an impeding business risk. The
provision of scoring models for use by credit institutions, or for use in other financial
services such as the supply of insurance is a task at the heart of the EBA’s work. Model
risk stresses the importance of validation to confirm that a model is performing as
expected. Detecting model bias increases confidence that the model is performing as
expected along protected demographic dimensions.

7.3.1. Transparent and Interpretable Models in Credit

Three mutually beneficial motivations ensure transparent and interpretable credit-
scoring and underwriting models. Regulatory frameworks increasingly emphasize
fairness. Transparent model design can positively affect customers’ acceptance of a
funding decision. Effective deployment requires understanding the model that ultimately
selects funding applications. Transparency and interpretability can help satisfy these
requirements and risks can therefore be determined in a manner that is aligned with
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Three approaches are discussed: explicable methods that provide a global perspective on
the model; methods that yield local interpretability for a specific prediction; and rule-
anchored techniques that deliver a small number of comprehensive rules. Local
explanations enable scrutiny and auditing. Rule-anchored models can inspire confidence
in customers and offer a clear articulation of why the funding application has been
approved or rejected.

7.3.2. Handling Imbalanced Data and Rare Events

Credit scoring and fraud detection often work with highly imbalanced datasets. In credit
risk, the relative number of bankruptcies is historically small compared to the number of
people who repay their loans. Even in datasets from credit card companies, where fraud
can occur at a greater rate, the number of fraudulent transactions is low relative to the
overall volume of transactions. In practical applications, the class imbalance of a dataset
is only one of many considerations, but managing it well will often improve
performance.

There are several strategies commonly employed when handling an imbalanced dataset,
most of which alter the training dataset to (1) achieve a better balance between the
number of samples in each class, or (2) inform the model of the challenges created by
the class imbalance. Sampling methods can reduce the number of majority samples
through under-sampling or increase the number of minority samples through over-
sampling. An alternative approach is cost-sensitive learning, where greater costs are
assigned to misclassifying a minority instance than a majority one. Cost-sensitive
learning could also be applied through the optimization of a focal loss function during
training. Another way to address imbalance is through anomaly detection algorithms,
which focus solely on detecting instances in the minority class, or techniques for
generating synthetic data that augment the training set with new misclassified samples.

7.4. Deep Learning for Fraud Detection

Detection of fraud in real time demands timely decision-making and detection quality is
paramount. Model robustness admitting adversarial attacks is also a concern, especially
for credit card transactions where the financial balance is at risk and fraud detection for
target customers may be delayed until some time after the event. Behavioral profiling
provides insight into normal behavior, and features that reflect the user’s behavior within
a session can help detect events occurring within a limited time. Active user-session
features determine the pattern of normal behavior in profile models that learn the user’s
behavioral habits over time, take account of the mutual influence among users, and
evaluate the at-risk status of a user in the current session.
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Anomaly detection models can also be developed for fraud detection, under the
assumption that only a tiny fraction of the data comes from fraudulent events. Since
unlabeled data usually far exceeds labeled data, a combination of supervised and
unsupervised methods can better take advantage of the richness of such data. Behavioral
analytics models are effective but require training for each new session; a hybrid solution
combining rules with exploitation of user and metadata network properties could
improve the detection rate without significantly increasing the false alarm rate. Models
are subject to adversarial considerations, including data integrity and information
reliability, and defenses against evasion, poisoning, and data initiative leakage are
crucial for bank customers’ credit card transactions.

7.4.1. Behavioral Analytics and Anomaly Detection

Detection quality, timeliness, and robustness are key criteria for fraud detection. User
behavior changes over time. A sudden deviation from previously learned behavior can
be indicative of fraud. Fraudsters, then, commonly exhibit behavior inconsistent with
that of normal users. Focus on methods designed to analyze customer behavior or model
user-session features. Detecting fraudsters before they act can reduce a company's losses;
hence, prevention is important. Incorporate the temporal dimension naturally by putting
a joint focus on user behavior and the sequence of actions taken by a user session.
Behavioral analytics, user-session features, network effects, and anomaly detection
techniques can be considered separately or jointly. Unsupervised and supervised
approaches are often complementary.

Fraud detections based on user behavior or user-session features are potentially capable
of detecting fraudsters before they “strike”—i.e., before actual fraud has occurred.
Detect fraud in a fraud-centric way, using supervision based on labeled fraudsters.
Behavioral models of user actions or physiological models of user-session features from
normal customers can enable anomaly detection.

7.4.2. Adversarial Robustness and Model Security

The unprecedented success of deep learning has led to its heightened adoption in
mission-critical applications, including those involving security, safety, and finance,
where a smart decision can save lives and enormous resources. Deep learning model
behavior is often unintuitive, posing vulnerability and security concerns, especially for
classification and generative tasks, wherein malicious users could attempt to evade an
authentication or detection system. Trust reallocation of intelligent systems, which was
formerly based on expert sifting of false positives, is more challenging. Successful
scripts for performance undermining have been demonstrated on image, speech, and text
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classification models. Misleading samples might be stored for later poisoning of a model,
or even crafted for decision triggering when one aims for increasing the likelihood of
bank loan approval by evading the underlying decision-making model. Furthermore, the
growing complexity of deep neural networks may engender inadvertent leakage of
sensitive training data.

Consider the task of fraud detection, where fast reactions are needed and models are
vulnerable to evasion risk. Instead of asking how to protect models against evasion, the
risk associated with evasion attacks and the effectiveness of various protective options
should be studied. Robust frameworks for detecting such evasion attacks involve data
labeling, security mechanisms, and architecture adapted to anomaly detection. In
addition to defending against evasion attacks, it is likewise necessary to protect against
poisoning attacks (reducing a model’s resistance against evasion) while ensuring model
security. Data integrity must also be validated in terms of quality, provenance, and trust
by leveraging data integrity techniques or developing detection models to uncover data
integrity breaches.

7.5. Market Prediction with Deep Learning

Predicting the future direction of market indices is a complex task because financial
markets aggregate information about a wide range of factors, including economic trends,
monetary policies, business cycles, supply and demand, weather patterns, elections, and
geopolitical events. The time-series aspect of financial data further complicates
prediction. However, some researchers have sought to improve predictive performance
by incorporating a variety of alternative data sources—often related to sentiment—with
varying degrees of success. Nonetheless, no data source is without its flaws, and even
state-of-the-art models, built on years of research, have proven brittle in a changing
environment.

Although recurrent neural networks (RNNs)—which can be thought of as an extension
of hidden Markov models—have been the dominant approach to sequential data, some
studies have found that simple fully connected architectures or 1D convolutional
networks can outperform LSTMs when trained on a sufficiently large dataset. More
recently, attention-based architectures have gained prominence. To allow RNNs to
benefit from global information rather than just the preceding time step, a hybrid
architecture combining RNNs and attention mechanisms has been proposed. It has also
been suggested to apply sequence classification instead of horizon-aware prediction
when predicting a time-series label from temporally correlated features. Achieving a
clear distinction between the seen and unseen periods of a time series can be difficult
when using a sliding-window approach. Different sliding-window strategies have been
proposed to facilitate time-series classification with a shallow architecture.
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7.5.1. Time Series Modeling and Sequence Learning

Market-influencing events (such as data privacy scandals, elections, natural disasters,
and pandemics) and periodic events (such as seasons and holidays) disrupt and change
underlying trends, which can be predicted by market data (news sentiment, supply and
demand); these events are reflected in social media. A temporal prediction algorithm can
be extended to support horizon-aware forecasting, which improves prediction
performance. In algorithmic trading, shorter forecast horizons are favored because
prediction error elevation is a common phenomenon. Models whose underlying learning
mechanisms are based on prediction are suitable. Sequence-to-sequence models are
often based on recurrent-neural-network (RNN) architecture; thus, multi-step
predictions can be approached directly. Sequence-to-sequence models based on attention
mechanisms can be used for longer- and horizon-aware forecasting tasks; these models
do not decay with increases in the prediction horizon, and prediction error elevation is
alleviated.

Temporal dynamics can be modeled by representing time series as sequences that follow
a natural ordering. Sliding windows are one of the classical approaches used for time-
series representation—by partitioning a sequence into overlapping windows. Each
sample is a sequence of sample size W with time-step size S, and samples projected onto
the same time axis can be arranged as a 3D tensor. A suitable approach for time-series
modeling, with emphasis on probability distribution, is sequence generation supported
by a generative model, which generates a sequence by determining one element in the
sequence at one time.

7.5.2. Integrating Alternative Data Sources

Although financial prediction models are generally based on information contained in
traditional price, volume, and technical indicator data, it is reasonable to conjecture that
the use of external data covering additional aspects of investor behavior can aid forecast
accuracy. Three different data sets are constructed and used in experiments: emotion
data derived from social media text analysis, forecast data published by well-known
market experts, and news sentiment data. The forecast accuracy is improved through
combination of these alternative data sources with the use of the orthogonalized partial
least squares method. Financial forecasting is then treated as a multi-source and multi-
output learning problem by training a unified, joint, cross-source and cross-output
model, which further benefits accuracy.
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Combining data from multiple sources increases market prediction performance;
however, the results depend on both the data source used and how the prediction task is
formulated. First, market sentiment extracted from social media text using deep learning-
based techniques offers an improvement in accuracy when integrated with traditional
feature sets. Second, the use of expert forecasts provides a valuable additional signal that
can drive accuracy higher. Third, fusing independent news sentiment assessment data
may not produce the obvious accuracy improvement expected when incorporated into
the prediction challenge. Finally, a joint cross-source model that considers various
alternative data streams together serves as a powerful multi-source learning formulation
but may suffer when sources are not diverse or complementary.

7.6. Data Governance, Privacy, and Compliance

Fundamental to risk is the quality of data and adherence to civil and data regulatory
compliance. Use of deep learning models is beyond risk-positive business cases;
detrimental effects can produce wholly uncorrelated external business risk and
operations risk. Data governance concerns and privacy requirements—e.g., GDPR,
CCPA—are paramount for success, from initial data acquisition to model deployment.
Resulting data practices should incorporate the principles of data quality, provenance,
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lineage, and lifecycle management. While deep learning models generally occupy the
external business risk domain, the associated data practices influence operational risk
wishes.

A strong connection to civil rights legislation is key to risk-positive deep learning for
business case and model risk. Data-minimization practices, such as federated learning,
aid compliance. Achieving true Al capability, beyond mere automation, demands not
only accurate and responsible models but also Data Minimized, Respected Al. Data-
positive Al requires the adoption of data-quality principles such as governing trained
models, inspection readiness, and auditability. Privacy-preserving methods may reduce
adverse impact in domains with protected classes, especially when akin to prediction
equity—however, the cost arising from misleading labels usually cannot be wholly
eliminated. Privacy-preserving techniques encompass data minimization, federated
learning, and differentially private machine learning.

7.6.1. Data Quality, Provenance, and Lifecycle

Risk mitigation for the use of data in assessing credit, detecting fraud, and predicting the
market requires thorough governance, management, and monitoring, particularly
focused on quality throughout the lifecycle, including management of sensitive content,
accurate activities and changes, and external provenance.

Data quality is the fulcrum for responsible machine-intelligent credit scoring,
underwriting, fraud detection, and market prediction. Accurate, comprehensive, current,
and credible data is essential, but hard to attain. Bias, noise, corruption, incompleteness,
and missing values can together nullify the most sophisticated learning frameworks.
Applied risk practices thus need preventive, detective, and corrective activities for
quality assurance and improvement throughout the model lifecycle. Operations should
span the data spectrum and include provenance, lineage, activity, and lifecycle
management. Governance by ML risk, audit, and privacy officers must also be reinforced
by collaboration with engineering. Transparent, reproducible, and explainable risk are
improbable without validation of internal and external data.

Provenance captures the origin and complete chain of creation or modification during a
data object’s existence. It thus outlines whether, how, and by whom the delivered data
had been created or changed. Timely indication of problems that corrupt the integrity of
the data is crucial in all stages: preparation, training, testing, production, support, and
obsolescence. Risk teams deal with sensitive data (such as those protected under the
General Data Protection Regulation) by minimizing data, federated learning with local
aggregators, and differential privacy through random noise augmentation to obscure the
exact value of records. Ample documentation, management, and storage of the
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responsible use of data during the assessment of credit, detection of fraud, and prediction
of the market are vital for effective audit.

7.6.2. Privacy-Preserving Techniques in Risk Models

Risk-data governance mandates compliance with data privacy laws, which support data
subjects’ rights over their information to mitigate the adverse impact of data collection.
For financial service providers, the implications are substantial; credit and fraud risk are
intimately intertwined with sensitive personal data, and market risk may involve
information about trading activity or product purchases that could identify customers.
While non-public information is often enriched with additional variables before model
training, comply with data minimization strategies, by mitigating the quantity of
sensitive information stored. Policies limiting the amount of processing are meshed with
the industry-specific principle of purpose limitation; risks tied to data use may be
lessened by not keeping data longer than necessary, deleting information as soon as it is
no longer required to fulfill a specific, legitimate purpose.

Privacy-preserving techniques strive to address the restrictions imposed by legislation
through controlled procedures and crafting the risk assessment without directly
leveraging the sensitive personal information of customers. These methods may also
serve to alleviate the data governance implications, because the information used to
predict the risk considered is not stored and made available for non-tertiary usage.
Federated learning enables computers to collaboratively model a risk task without joint
sharing of the data, by moving the processing to the sites where the data are located
without exposing the information being processed. When credit models are necessarily
trained using sensitive information, the risk may still be lessened by introducing
differential privacy, such as integrating noise in model training to guarantee sufficient
privacy even if users voluntarily disclose the classification scores.

7.7. Conclusion

Framing risk with machine learning—particularly with advanced deep learning
models—revolves around three core questions. How successfully and reliably can
machine-learning models predict creditworthiness, unusual or fraudulent behavior, or
future market price movement? Like any artificial-intelligence system, a machine-
learning model’s success depends largely on the quality and suitability of the input data.
How good, timely, and relevant is the information used by the models? Yet a third
question emerges from the demand for greater societal equity, fairness, and privacy; it
looms increasingly large in discussions of automated systems and their deployment: Are
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the decisions made by these systems transparent, explainable, and auditable, and do they
function in ways that do not discriminate among certain demographic or social groups?

The answers streamline the many applications of deep learning to credit, fraud, and
market prediction. For credit risk, three aspects are paramount: predictive performance,
fairness or freedom from discrimination, and the ability for external regulation and audit
to build trust. For fraud detection, the focus is on detection quality (correctness and
speed), and the need to go beyond classification to encompass other aspects related to
risk. For market prediction, the supply and integration of specialized data—such as
news, tweets, social media, or a company’s credit rating—are critical, since one or more
variables might alter market behavior long before they flow into the purely market-
critical part of the data, with important implications for prediction quality.
Core Evaluative Dimensions
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Fig 7.4: Core Evaluative Dimensions

7.7.1. Final Thoughts and Future Directions in Deep Learning for Risk Assessment

Data-driven machine intelligence approaches have demonstrated remarkable yet uneven
success in risk assessment for credit, fraud, and markets. Recent years have witnessed
rapid growth in deployment possibilities and operational constraints, especially for
neobanks and non-financial institutions engaged in payment processing or credit
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issuance. As such, the maturity and scale of these applications create a unique
opportunity for machine-intelligent deep learning models for risk assessment to inform
development directions, guide future research, and generate practical deployment
principles in an application area that is often viewed through the lens of much more
specialized model architectures.

A positive result in any individual task area—credit, fraud, or market risk—is certainly
worthwhile. But it is the collective assemblage of these results that is especially
significant. Credit scoring and underwriting affect the allocation of pool liquidity,
determining who should receive a loan, under what conditions, and from which
institution. Fraud detection within those products and services helps protect both
institutions and users from harms arising from fraud. Market prediction helps institutions
adapt to external factors, acts as a signal to decision-makers, and constitutes an
investment in its own right. The ability for an institution to invest in one of these areas—
and potentially all three—represents an opportunity cost and competitive advantage.
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