# . [ L .
. ¢ ! . .
0
® o - L P &
3 ’ . 0
f L] [] 0
0 i 0
'. - 0 [ ]

The Art of Secrecy

Cryptography and Secure Communication

C. Dastagiraiah
Madhuri Kovoor
T.Veeranna
Cheepu Balakrishna




The Art of Secrecy:
Cryptography and
Secure Communication

C. Dastagiraiah

School of Engineering, Department of CSE, Anurag University,
Hyderabad, Telangana-500088

Madhuri Kovoor

School of Engineering, Department of CSE, Anurag University,
Hyderabad, Telangana-500088

T.Veeranna

CSE(AI&ML) Department, Sai Spurthi Institute of Technology, B.
Gangaram, Sathupally, Khamsnmam, TG-507303

Cheepu Balakrishna

Department of CSE, Sai Spurthi Institute of Technology
B. Gangram, Sathupally

9

DeepScience



Published, marketed, and distributed by:

Deep Science Publishing, 2025
USA | UK | India | Turkey

Reg. No. MH-33-0523625
www.deepscienceresearch.com
editor@deepscienceresearch.com
WhatsApp: +91 7977171947

ISBN:  978-93-7185-663-8

E-ISBN: 978-93-7185-174-9

https://doi.org/10.70593/978-93-7185-174-9

Copyright © C. Dastagiraiah, Madhuri Kovoor, T. Veeranna, Cheepu Balakrishna, 2025.

Citation: Dastagiraiah, C., Kovoor, M., Veeranna, T., & Balakrishna, C. (2025). The Art of Secrecy:
Cryptography and Secure Communication. Deep Science Publishing. https://doi.org/10.70593/978-93-
7185-174-9

This book is published online under a fully open access program and is licensed under a Creative Commons
Attribution-NonCommercial 4.0 International License (CC BY-NC 4.0). This open access license allows
third parties to copy and redistribute the material in any medium or format, provided that proper attribution
is given to the author(s) and the published source. The publishers, authors, and editors are not responsible
for errors or omissions, or for any consequences arising from the application of the information presented
in this book, and make no warranty, express or implied, regarding the content of this publication. Although
the publisher, authors, and editors have made every effort to ensure that the content is not misleading or
false, they do not represent or warrant that the information-particularly regarding verification by third
parties-has been verified. The publisher is neutral with regard to jurisdictional claims in published maps and
institutional affiliations. The authors and publishers have made every effort to contact all copyright holders
of the material reproduced in this publication and apologize to anyone we may have been unable to reach.
If any copyright material has not been acknowledged, please write to us so we can correct it in a future
reprint.


https://doi.org/10.70593/978-93-7185-174-9
https://doi.org/10.70593/978-93-7185-174-9

Preface

The Art of Secrecy: Cryptography and Secure Communication is a comprehensive guide
that explores the essential principles and techniques underlying modern cryptography
and secure communication systems. This book outlines a systematic method of solving
how information security is accomplished, starting with fundamental Security Concepts
that describe the domain of threats, vulnerabilities, and countermeasures.

Next, it gets into Cryptography Concepts and Techniques, describing the
algorithms and mathematical structures used to preserve confidentiality and integrity.
The exploration of Symmetric Key Ciphers offers insight into key encryption methods
vital to protecting sensitive information.

Subsequent chapters highlight Message Authentication Algorithms and Hash
Functions which are essential for the assurance of data correctness and overhauling.
Focusing on practical security in particular, the book includes hands-on materials for E-
Mail Security and Web Security, exploring current problems and solutions related to
these modern means of communication.

The last part of the book includes endeavored real-life examples in respect of
the hypothetical suggestions regarding cryptography and network security,
characterizing the characterization of theory and that on selection and lessons learned
from security execution. It will appeal to those wishing to understand the art and science
of secrecy in the digital age, providing a resource for students, researchers and
professionals.
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