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Chapter 11: Navigating regulatory
frameworks and ethical considerations
In artificial intelligence-augmented and
cloud-driven telecom systems

11.1. Introduction

Today, artificial intelligence (Al) is increasingly dominating the services delivered by
telecommunication systems, and its importance cannot be understated. Al enables
machines and systems to perform tasks that were once reserved for human experts, and
it is growing to revolutionize the delivery of telecom services and is expected to create
a business value of approximately $1.8 trillion by 2025. It has the potential to drive a
40% operating income in the telecom sector, a significant increase from previous
decades. Over the years, we have seen that the development of Al has essentially driven
a strategic competitive advantage in the telecom sector. Al includes a wide range of
techniques that encapsulate both supervised and unsupervised learning, practical deep
learning, reinforcement learning, natural language processing, and generation and
reasoning skills, among others. Consequently, this technology allows telecom providers
to fully automate tasks, such as testing, monitoring, and self-recovery to enhance
operational efficiency and agility to offer better services. In this context, testing and
monitoring in the telecom sector are two highly pertinent areas in which Al can
maximize its impact by providing valuable insights and alerts to operational networks
and critical national infrastructure-related incidents (Catalano & Tan, 2018; Dubey &
Kim, 2019; Lee & Kim, 2020).

Understanding the regulatory frameworks for Al in telecom services and their broader
ethical implications has become both highly relevant and challenging. The possibility of
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deploying Al-augmented adaptive systems as a service, supported by a cloud
infrastructure, characterized by a complex service-chaining architecture, raises many
important ethical concerns and operational needs. As of now, these calls remain largely
unexplored. This is exemplified within any Al and cloud-driven infrastructure for
telecommunications that can operate essentially as a ‘black box’ with its internal
operation opaque to both users and customers. Consequently, the operation of these
systems requires a much higher level of awareness and control from both the service
provider and network operators to ensure that these services can be delivered in a non-
discriminatory and controlled manner. As a result, there is both a commercial imperative
to develop such ethical models and a regulatory challenge to develop comprehensive and
practical Al models for testing and monitoring diverse applications.

11.1.1. Background and Context of Al in Telecommunications

In the telecom sector, also known as the telecommunications industry, investment in Al
has been ongoing for several decades. The development of newer Al technologies started
with the need to resolve some of the human-level intelligence systems implemented at
the time, notably fault management systems from the 1980s, which utilized rule-based
reasoning or expert systems, predictive analytic systems from the 2000s which employed
logic programming, statistics, and inference algorithms; and also, in the newer era,
autonomous driving for intelligent transportation systems which are statistical models
emphasizing deep learning. The second reason is based on the relevance of the telecom
industry and Al services. Firstly, telecom industries face increasing customer demands
for innovation, reliability, and availability, while the infrastructure backbone for
providing the services is becoming more complex. Secondly, there are financial
investment opportunities for commercial industries in the Al sphere, and increasing
pressure to adopt Al-driven systems. Not only are the commercial applications
widespread within this industry but also, warehousing infrastructure has lowered the
costs of data collection and analytics, encouraging many organizations to adopt data-
driven insights.

The Al systems mentioned in the context above, mainly developed for use in the telecom
industry, have capabilities to learn automatically from the data input to produce
improved and consistent results, thus providing action or insight. In the context of the
telecommunications business model, Al can optimize network management and
significantly augment customer experience. For example, in the network maintenance
and operations spectrum, telecom transformation has seen some fundamental shifts from
manual monitoring, reactive controls, and less proactive maintenance signaling theories
of planned obsolescence, to one augmented by zero-touch environment applications,
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straight-through provisioning services, as well as network-as-a-service business models.
In the customer experience domain, service providers are investing in promoting self-
care systems and excellent consumer experiences, especially for streaming multimedia
services with low latency to smartphones, including near-eye virtual reality services. In
part, the investment towards transforming the operations and maintenance of the
networks was promoted diplomatically as a result of the publication, which underlined
a convergence of the information and telecommunication industries, also ratified in
further declarations that emphasized these two industries shall be integrated and not
separated.

11.2. Overview of Al-Augmented Telecom Systems

This work is dedicated to systems enhanced by Al that deliver telecommunication
services. It embraces a comprehensive overview across the different lifecycle stages, and
it even delves deeper to focus on the use case of predictive maintenance. Value-added
services for customers are not left behind in their various offerings. Indeed, offerings
cover augmented reality services for bringing telecom closer to its end users, as well as
segment-based, personalized services like infotainment services for passengers of heavy
goods vehicles. It thus becomes necessary to first present the complex environment
within which the growing number of contributing systems coexist and interconnect.
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Fig 11. 1 : Al Enhanced Telecom Services and Predictive Maintenance

Al in this context then stands to improve the efficiency and innovation at each step of
this telecom Al-augmented service delivery cycle, which in turn can improve a service
provider’s access to new market segments, increase the customer base, and grow the
revenue stream per customer. Furthermore, thanks to data intelligence, it can also support
and automate operational decisions such as predictive maintenance, which keeps the
system's reliability stable. Telecommunication services are enabled by combining a
multitude of software and hardware solutions into a coherent, multi-level, multi-domain,
and multi-technology architecture. An additional boost in the performance of such
telecom Al-augmented systems to make decisions or execute actions might lie in the use
of data analytics, which can deliver insights during decision-making.

11.2.1. Key Components of Al-Enhanced Telecommunications

Combining Al algorithms with telecommunications brings together a range of
technologies and techniques that can perform tasks traditionally only possible by humans
(Liu & Zhang, 2020; Zeng & Li, 2021). These technologies include natural language
processing and intelligent agents for chatbots, monitoring systems, and help desks.
Superior data handling is possible using cloud-based infrastructure to process and store
data. All of these aspects can be integrated and invoked as parts of a single functionality
in telecoms. This includes learning new information and additional inferences via Al’s
machine learning infrastructure.

Al-based automation helps ensure that communications and applications are managed
effectively and efficiently. Automation is essential, especially during high-load
conditions when systems are required to scale rapidly to cope with additional traffic.
Restoring and maintaining voice or data traffic in a situation when a router or even a
whole data center goes down can be fatal to a business or a utility servicing the public
for extended periods. Current and near-future telecommunications networks are Al-
powered, embracing analytics and natural language processing capable of assisting
people within telecommunications services and telecommunications services
themselves. The power of Al moves more powerfully, broadly, and fundamentally when
telecoms and their applications use cloud-based data center resources. Built on software
algorithms, cloud data centers today have evolved intelligence that looks down from
software to the hardware on which it is executed—most commonly from application
layers, where user traffic interfaces with machine learning functions, to the processor
architecture. The capacity, capability, and dependability are critical for intelligent
algorithms to deliver consistent performance. The co-evolution of deep learning or Al
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algorithms and hardware architectures remains experimental. Each such experiment
done in isolation places a cloud provider and its customers at risk. Such experiments can
only be practical and economical if the efficiencies and economies across the cloud
environment are equally shared.

Machine learning uses a trainable model of mathematics to predict the result of data-
based search and can autonomously learn with more or better data fed into it. Deep
learning uses a network of mathematical models termed nodes, neurons, or artificial
neurons, organized in a hierarchy of layers to send, weigh, and receive data, yielding a
prediction. The focus on telecommunication applications requires understanding that
Al’s innovation momentum can be realized by better software algorithms, but not
entirely. The components of communication traffic, distributed into packets in various
transmission systems and networks, consist of ever-changing string and file format
structures for user-to-cloud, cloud-to-user, and cloud-to-cloud communications. Future
protocols will likely define encryption of DNS, for example, alongside digitally signed
identity data for end users to create a more secure internet. Software innovations and
evolutions in global adaptation make telecom systems complex adaptive systems.
Analysis of complex adaptive systems confirms that the web and the internet combined
over the last 30 years to become a contributing chameleon-like transport and value
platform, able to adopt and adapt to new functions and add value in domains we may not
yet imagine. The primary value offered by Al-telecom and 5G telecom infrastructure to
researchers does not depend on innovation in new software algorithms but in
connectivity, scalability, and insights that result from analyzing the learning of existing
Al-telecom and 5G telecom software in delivering damaged or vanished data, software,
or hardware. This helps us understand how software designers with patience become
ecosystem outcomes and problem solvers.

11.3. Cloud-Driven Telecom Infrastructure

Cloud technology is revolutionizing traditional telecom infrastructure, enabled by an
increasing single-instance infrastructure. It features multiple benefits such as scalability,
managed services, ease of integrating functionality and features, and a pay-as-you-go
model. It offers enhanced flexibility in selecting development and operational
environments. Telecom operators are increasingly adopting cloud solutions into their
ecosystems, which help in deploying new service models and streamlining operational
and BSS functionalities.

The end-to-end cloud computing paradigm, especially Infrastructure as a Service, is
perhaps one of the options for the implementation of an Al-augmented telecom system
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with a top concern. While Al applications are using public cloud infrastructure to a
certain extent for their deployment, the core telecom operations have been very hesitant.
Core, radio, and transport networks have high sensitivity to QoS, QoE, security, privacy,
and footprint concerns, which have propelled the earlier and smug notion that dedicated,
vertically integrated, and on-premise-controlled systems help. While transitioning from
on-prem to cloud infrastructure does come with its challenges, it remains a relatively
easier system adaptation problem. The adoption of the cloud is not just an adjustment in
technology, but also fundamentally changes the nature of carrier networks. It poses new
regulatory paradigm shifts and new procedural and ethical questions.

The telecom infrastructure is undergoing deep technological change, a cloudification.
Public deliberations on Al regulation often focus on breaking carrier bundling,
encryption, open standards, etc., and touch only glancingly on how the cloud is helping
Al directly play a pivotal role in these networks. We offer the first public discourse, in
technical detail, of what the cloud does in redefining carrier networks and where Al can
technically, operationally, and finally commercially fit in. We examine the regulatory,
ethical, and policy dimensions based on these discussions to set a groundwork for future
discussions.

11.3.1. The Role of Cloud Technology in Telecommunications

Telecom operators have a vision to deliver an array of services not limited to
connectivity while ensuring that their operations are lean and generate maximum profits.
Cloud environments play a significant role in the modern telecommunications space.
They provide higher capacity and are capable of hosting multiple cloud services atop a
shared infrastructure and the Telco infrastructure service. In cloud computing, telecom
providers have two concerns. One is the business of routing capacity and on-demand
services, rather than the latest services paradigm known as Infrastructure as a Service,
driven by surplus computing resources that are conditioned for resale. When used in
networking, the role of cloud service provider networks is to deliver those advertised
services through a myriad of functions and technologies at the network and infrastructure
level.

Telecommunication and cloud technologies have been closely entwined in
complementary movements to transform the web. Virtualized resources are basic
building blocks for deploying services in the cloud, and they are critical for operators
who serve them. We complement these issues with enhanced ways in which Telco may
use the cloud for the provisioning and delivery of its services. Nowadays, Al and Al
tools have been widely deployed and integrated into the cloud. Much has been done in
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the area of cloud and edge intelligence capabilities. Cloud technology can greatly benefit
from improved intelligence and they are currently being integrated. Many cloud service
operators are putting significant managerial efforts into combining Al solutions directly
into their data processing infrastructure. Cloud companies increasingly utilize Al and
data technology that are part and parcel of various layers of the cloud infrastructure.
However, this transition raises significant challenges related to managing the increased
complexity of telecommunications and data processing infrastructure.

To create the perfect mix between industry priorities and cloud environments, not only
are regulatory frameworks needed to motivate innovation, but these frameworks also
explicitly allow cloud processing so as not to stifle the ecosystem. In the cloud
environment, a large audience interacts with software tools to manage various services.
Both the cloud provider and the cloud asset owner need to enlarge the trust of the
consumers who validate the authenticity of their goods. Every software visitor has a lot
of processes that they are required to complete provided they can be licensed. Cloud
systems face challenges that may or may not satisfy various personal criteria, which
require flexibility in both capacity and power. Cloud transformation offers the
unparalleled possibility for cybersecurity by complying with, deploying, and using the
technological resources of enterprise systems in the marketplace to check for anomalies
and failures as required. The context of societal protection frees telecommunication
managers from concerns that a central database should be maintained legally and can be
integrated with other data sets to confirm different outcomes and identify different risks.

11.4. Regulatory Frameworks in Telecommunications

To provide services to the public, operators use interdependent elements of physical
infrastructure, logical software systems, and spectrum. The use of Al and cloud further
complicates the boundary of a state-of-the-art telecommunications system - where are
the services in the software, in the cloud, but not dependent on the cloud, etc.? The use
of Al, the increasing prevalence of data, and the deployment of cloud computing and
storage infrastructure are top of mind for all. This is going to be one of the most rapidly
evolving areas for regulators to keep on top of.

Standards, not law, drive the major technical aspects of telecommunications, as they
always have. The technical indispensability rule, which assumes a tight connection
between standards and market power, has historically been applied to the specification
of standards, and the present microscopic application occurs while policy-related
standards are a small fraction of the standards landscape. Regulatory non-harmonization
and consequent regulatory arbitrage are always a defining feature of the regulatory
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environment. When applied to telecommunications, they have the interesting effect of
putting the different-regulation-equals-different-law idea under stress: if operators have
to comply with twenty different legal regimes, see twenty different national regulators
or competition authorities or courts, there is very little room for operational difference -
built-in procurement cost differences would dominate the margin of discretion.

With such a large part of governance now vesting in standard-setting bodies, it is no
surprise that an overwhelming part of many national regulator interviewees did not see
regulation as potentially impeding the entry of new services. So one important aspect of
competition will be the level of procedural scrutiny and form requirements that national
regulators follow when promulgating their rules. The conclusion I draw is that scrutiny
is needed on the burden and transaction costs imposed by regulation, not simply on the
guestion of how many regulations are imposed. What consumers want - both individual
and industrial - is protection in the sense of confidence, faith, certainty, and
predictability. This relates to the calculation of legal risk, compliance costs, openness of
markets, and so on. IP-compliant markets are more open markets, too. From the
competition commissioners' perspective, the core question is market access: do | need
permission? A similar approach gets you industry predictions about the speed at which
people would sign up for eBanking or switch from one technology to another. If
regulators and ministers stick to these basics and don't get led down any of the dead ends
mentioned above, there will no doubt still be confusion, but at least everyone will be
starting from the same page.

The pace of technological change is a long-standing challenge for the next wave of legal
changes. While regulators talk competition language, they are alert for possible
problems. Where there is certainty of those problems, they will impose certain principles
(like switching), but where there is only speculation, they may stay their hand. Telecom
is not and never will be enough of a national priority to trigger serious top-down political
imperatives. This margin of indeterminacy means that significant discretion lies with the
straightforwardly non-political and non-privileged experts, the administrators. In the
life-and-death matter of markets and industries, it is those people who matter most. In
other words, national regulatory strategy is likely to be driven without any serious
restriction from national governments' international objectives and stances. While
international law and treaties affect, for example, the speed with which new entrants can
gain rights to put networks where they need to be put, this is not of prime concern to
ministers and regulators who desire such economic and technological evolution. They
have temporal concerns and worries, competition issues from there or any other
jurisdiction, and their falls of the dice are the sorts of issues that truly dictate outcomes.
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11.4.1. Global Regulatory Landscape

The global regulatory landscape is incredibly complex, with many countries and
continents implementing their laws and directives governing the telecommunications
sector. Although there are similarities in the scope of investments towards the
deployment of 5G networks and telecommunications technologies, including
confidentiality requirements, there is no harmonized regulatory approach between
different world areas as of today. However, worldwide agreements aiming to bridge the
dichotomies between regulatory systems of different continents and global settings have
been sought by international organizations and institutions. In particular, the general role
is to coordinate the shared global use of the radio-frequency spectrum, and it is
responsible for clearly allocating the spectrum on a worldwide basis for each IMT system
defined through the Radio Assembly, to facilitate the deployment of a global ecosystem
of telecommunications technologies, with an impact on service delivery and innovation.

Moreover, other best practice standards concerning the global environment and
related data flow in telecommunications have been developed in parallel with
international agreements. The challenges relating to the fading of laws and
partnerships involving the telecom environment lie in the complexity of the
parties’ interests, which need to be taken into consideration before proposing
regulations that can be globally applicable as well as in the specificity of
telecommunications, e.g., regarding the potential impact on non-technical
services, where ethical and cultural issues, as well as data portability concerns,
may have different legal treatment globally and/or region-wise. In turn, these
changes lag in the harmonization of specific regulations for cloud services, Al,
and virtualization, which are still lagging globally, and offer a way for local
interventions and specific regulatory environments in different world macro-
areas. Thus, the support for and the diffusion of these particular kinds of services
are not up-to-date in the global landscape and are at present severely lacking in
the harmonization and simplification of specific international governance.
Consequently, with the differences in regulations, a specific and dedicated
service design and service enactment may be necessary, for example, because of
the completeness of personal data protection. These factors and the eventual harm
against any other internationally shared issues have limited the development of
telecommunications regulations in national or continental contexts. Therefore, no
public institutions and less infrastructural investment encourage the development
operations and the deployment of telecommunications services that are provided
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through cloud-computed resources on a global basis, featuring shared and reliable
environments.

11.4.2. Regional Regulations and Compliance

Due to global and international aspects of the business, in addition to national laws and
regulations, a plethora of varying, less strict regional telecommunication regulations and
regulatory practices have been implemented to this day. These regional regulations
influence local operating telecommunications practices and impact nearly all operational
areas such as finance, billing, and communication, as well as data protection and
intellectual property rights, networks and infrastructure, company structure, and liability.
As a result, national and regional compliance requirements vary significantly. For
businesses, the impacts of these varying transnational, national, and regional regulatory
activities are of considerable consequence to such an extent that regional compliance
needs are not met; markets will need to be exited, partnerships may be short-lived, or
simply cannot be consummated, contractual obligations may not be met, and potential
liabilities may arise. Parameters from regional practices influence global telecom
services internationally to a significant degree. However, without stating an opinion on
whether international organizations, regional, or national legislation would have more
regulatory effects within the international telecom scope, the principal focus remains on
national regulations based on regional examples.

In the U.S., intentionally established disadvantages serve to enforce national providers’
prioritization of their local small customers against foreign shareholders. Contrary to
this, the European Union explicitly requests member states to either not regulate or
deregulate, especially smaller telecommunication companies, in the wave of converging
markets, such as telecommunications, internet, media, consumer protection, and e-
commerce. Regulatory duties exceed demarcated genuine internal market topics in
nearly all policy fields. In this respect, the EU follows its fundamental concept of open
and competitive market-economy systems. UMTS services are only one example where
a Europe-wide rollout would be problematic without any EU regulations against national
and regional regulations, such as in Europe, Brazil, or elsewhere. Regulators should be
progressive within the context of their regulatory framework, yet conservative in their
technological evaluation and their legal consequences. Even if a universal set of
regulations were issued now, until national legal sources have been removed from their
legitimate positions, the general regulatory scenario cannot change on a day-to-day
basis. No regulation can keep up with the fast advance of technology, and regulation
would impose insurmountable obstacles if it does not concede that it can only be a mirror
of society. Regulatory roadmaps for readapting regulatory legislation more frequently
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are still in draft form. It is solely with flexible and cautious policymaking that this may
be balanced adequately. Regulatory bodies feel, however, that technology might lose its
innovation once it needs to adjust itself to too many concerns. Proclaiming an official
set of working requirements between trade volume, quality of services, internal local
regulations, and in most regions will likely prevent telecommunications companies from
becoming internationally productive and dominant. Regulatory tools, if used in a non-
progressive manner, can further limit the exploration and international recognition of
participating companies or organizations. Policymaking, thus, is further impeded on
international relations as well. In light of this, telecom corporations should invest in
developing a variety of business strategies that are adaptable to different, even
controversial, regional demands. Not every legislative framework can be adapted.
Failure to adapt legislative frameworks may confront some companies with the
integration of a financial punishment by order of an international tribunal while
compliance is currently debated.

11.5. Ethical Considerations in Al Deployment

The deployment of Al technologies presents many ethical considerations. One of the
principles of ethical Al is the responsibility of deploying Al systems. Al developers
should act legally and responsibly while producing intelligent and autonomous
technologies. Additionally, accountability is a must. It is an ethical consideration upon
which Al developers are legally responsible for many products and the individuals
injured through product failures. Transparency should be ensured in various practices of
Al systems. By these principles, Al developers should inform interested individuals
regarding Al-driven systems. Practically, there are dilemmas and risks while deploying
Al systems. This includes manipulation of a social media site in which the predictive
models favor particular individuals, prediction errors within Al algorithms exacerbate
existing social problems, or deploying Al in HR systems to replay unethical practices
that are affected by the Al-driven systems. Neglecting ethical considerations may result
in a lack of trust from individuals, may have commercial and usability consequences,
and may hurt the ethical holder’s reputation. Al-mediated systems may reflect
discriminatory or biased outputs. This may come from the input variables or biased data
sets when created using human interaction. Moreover, Al has significant international
reputational implications for ethical issues. Organizations contemplating Al deployment
can build systems that align with company values, therefore supporting their reputation.
Understanding ethical considerations must ensure the responsible integration of Al into
organizations while also improving the technologies.
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Fig 11 . 2 : Ethical Considerations in Al

11.5.1. Bias and Fairness

Introduction The Main issues of concern in Al are related to bias and fairness in
outcomes. Bias in Al may exist in the data used to train the algorithm or, by design, in
the algorithm itself. This is particularly concerning in customer services, where we strive
to guarantee our customers and the wider society receive the services they need and that
the application of our Al does not cause any suffering, unfair disadvantage, or loss of
basic human rights. The use of Al for routine, structural customer services may also
augment customer experiences and global inclusivity, for instance, through
personalizing and simplifying account management. Ethical considerations and
guidelines for fairness and inclusivity are therefore essential for developing customer
services based on Al.

There are several reasons why we need to consider the fairness of applications of Al. In
a business context, the outcomes of Al systems should be equitable to support growth
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and inclusivity. Al-generated operational frameworks should, therefore, endeavor to be
fair for customers to utilize and ethically sound to deploy. Consumer law prohibits unfair
treatment, such as unfairly aggressive sales tactics, direct debits, and advance payments.
For telecom consumer contracts, consumer law also prohibits unfair terms, for instance,
terms that give the customer fewer rights than the law gives by default. These regulations
are built on the premise of providing equity between the customer and the service
provider. The premise extends further to ensure equity is evident between the different
consumers using the service. Furthermore, the potential consequences of these biases are
far-reaching, increasing inequalities and leaving some customers behind. These are
salient issues that we should consider when applying Al to a range of functions,
particularly those operating within customer contact, sales, and services. While there is
no single definition of what it means for an Al system to be fair, it is widely agreed upon
that it should not affect people differently just because they are different from one
another. We focus here on fairness across three different grounds. There is no single
approach to ensure fairness; it is part of a much wider strategy to build ethical Al across
the whole organization, including technical, legal, customer engagement, data
governance, and operations. Monitoring for fairness and ensuring algorithms are
transparent and explainable is also part of the commitment to address these ethical
concerns. Addressing these concerns via these varied approaches is, therefore, essential
to ensure information about a service or a company’s position can be understood by the
customer and then impact the market in terms of dissatisfaction with a particular service
provider.

11.5.2. Transparency and Accountability

Transparency is a must in industries like telecom, where Al is gaining currency, with
system design now based on initial findings from exploratory Al projects. A cautious
introduction of ethical considerations during strategic system design in Al-augmented
telecom systems is recommended. This transparency is twofold: the inclusion of the
impact of Al-augmented telecom systems in the future regarding the ethical cost to
society and, secondly, the government effort regarding the ethical cost to society.
Accountability is equally important, as legal responsibility is with service providers. An
accountability mechanism for the establishment and documentation of ethical practices
to be followed is recommended.

Transparency in Al displayed by telecom systems can generate trust among consumers.
This emphasis on the importance of consumer trust is reflected in the promotion of the
view that Al should be used to enhance the well-being of individuals. Technical officers
designing Al systems must develop plans toward increased transparency in their
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workings, targeting the design level, for example, by considering standardization and
arrangements on behalf of monitoring, discussions between experts and businesses, and
consensus on context-specific flexibility. Taking an honest look at the potential risks of
use can also help consumers and other stakeholders in the marketplace know what to be
on guard against. The second is to use it as a selling point for fostering user trust. This
explores the triple 'T' of Al in the areas of trustworthiness, transparency, and traceability.
This is in parallel with work focusing on trustworthiness and Al as a prerequisite for
trustworthy Al systems.

11.6. Data Privacy and Security Concerns

Data privacy and security concerns: The considerable amount of personal and sensitive
information involved renders data privacy and security of paramount concern in Al-
augmented telecom systems. Arguably, personal and sensitive information down to
facial expressions can be extracted. Hence, the data operator based on drive tests should
avoid storing personal images; typical geolocation data have to be deleted after a short
time, and the only information to be secured emphasizes network-related information
that is VNF or RAN-related. Laws and regulatory bodies around the world mandate data
protection regulations to secure consumer trust. User trust remains crucial since
unethical user profiling can lead to a variety of concerns.

At every point in time, telecom systems hold multiple dimensions of sensitive data. One
dimension is people’s private and personal data, such as facial expressions, voices,
behavior, and geolocation. Another dimension is a telecom company’s sensitive business
data, such as pricing structures, parameterization settings, and access to back-end
systems or network topology. In the future, 5G and LTE alike, the location provided in
the form of Global Navigation Satellite System or cell ID resolutions is mainly provided
as a service with third-party services running as value-added services in the network
operator cloud. Use case examples of value-added services include general geolocation
services, map services, check-ins, location-based advertising, location-based enterprise
10T, and location-based emergency services. Telecom players face challenges in terms
of implementing security strategies to protect Al models, their data in the trained model,
and also the ModelOps. The criticality of the time to take to extremogenity in-network
practice is proportional to the rarity of a combinatorial type of operational failure,
leading to cyber immune system reshaping strategies.

11.6.1. Regulations on Data Protection
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Telecommunications networks are involved in the collection, storage, and processing of
a wide range of personal data. An individual's right to privacy over their data is regulated,
and there exists a myriad of legislation to protect it. Some of these regulations are generic
and apply to any industry, while others pertain specifically to telecommunications. The
latter includes the enactment of the Communications Privacy Act inthe U.S. in 1996 and
the Data Protection Directive, which has subsequently led to the establishment of a
governing body in each European Union (EU) member state to oversee the treatment of
electronic communications. In May 2018, the European Union (EU) introduced the
General Data Protection Regulation, which introduced tough penalties for non-
compliance and brought in tens of thousands of regulations when it first landed. While
it serves as a catchall, it has different implications for telecom operators compared to
content providers due to the differences in the extent of data collection.

Compliance with numerous regulations can present a significant challenge to the
telecommunications industry. From a functional perspective, the natural behavior of
systems might conflict with some regulations. An example of the difficulties telecoms
face when endeavoring to align with Principle 4 (relevance) of the General Data
Protection Regulation illustrates this challenge. Thus, regulatory awareness is not a
concern only for ethics, law, and sociology scholars, but also has a commercial
dimension. Consumers expect that their data is treated in compliance with the law.
Consequently, the value of telecommunications providers' brands can be influenced by
their capabilities to ensure that these very complex and tense mechanisms along the chain
react in a timely and robust manner to regulatory requirements. It is an essential element
to reassure their customers and gain their trust and compliance with the respective laws.

11.6.2. Challenges in Data Security

The main challenge of data security for cloud-driven and Al-augmented telecom systems
is the expanding threat landscape originating from cyberattacks and associated
vulnerabilities, namely, zero-day vulnerabilities, phishing, ransomware, business email
compromise, and data and credential theft, to name a few. A successful cyberattack, such
as a ransomware assault, can lead to the breach of private and sensitive data.
Uncontrolled access to this data dramatically impacts consumer trust and the future
reputation of the organization. The importance of security is crucial because the data
may or may not be utilized for transfer learning, inside the organization and for customer
interactions by the Al models. If the internal data flowing through cloud relaying is
manipulated, it may create false Al models on the end service, resulting in the end user
going away from the intended search the service is meant for. Data breaches can occur
across several attack vectors, and telecom providers have to be conscious of a security

226



culture across each of these paradigms to avoid the occurrence of major data breaches
and loss of consumer trust. Browsing the internet every day, consumers generally do not
know that there are different paths to the internet, one or several major ISPs, which refer
to the tier 1 or tier 2 networks, directing users to the internet out of cloud data centers.
Therefore, to guarantee data security, the systemic view for continual scanning of weak
points needs to be addressed to the endpoints connecting to the ISPs. Continuous
monitoring and security measures for future attack vectors, some of which do not exist
currently, are vital in a world where Al models will drive massive connectivity that could
potentially reshape the way data can be accessed for offensive purposes. Understanding
the various motivations of potential attackers, encompassing state-sponsored actors,
hacktivists, and cybercriminals, among others, is also singularly important. The cost of
not integrating security into organizational policies is detrimental to future cloud and
connectivity platforms that callers are to trust in a 5G ran core. As suggested, risk
management in terms of the trade-off in data sharing and privacy and ethical
considerations for the compromise in privacy have been elaborated. Data security
involves utilizing systems and tools that reduce the risk and diagnose the occurrences of
data compromise. In parallel, organizations should build tools to contain and withstand
attacks, as well as have rapid incident response tools available to retrieve the network or
infrastructure back to its stable or prior stable condition. Normative strategies such as
good defense and a security-first culture need to be adopted by organizations.

11.7. Impact of Al on Employment in Telecom

Al and automation technologies have the potential to either displace existing jobs or
create new ones. In some instances, these technologies can shape the nature of future
jobs, which means that employees are likely to need to evolve and upgrade their skills.
In the telecom sector, some existing jobs can be automated as Al is integrated into
networks. Al can automate customer service or service management by targeting
repetitive tasks. It is important to note that the exact influence of Al on job creation and
job displacement in a firm, sector, city, or country can be seen only after Al simulation.
Jobs are more likely to evolve in the future, meaning that jobs would not be destroyed
but would rather require different skill sets than before. Telecom might follow this trend,
in which case existing job roles would not be completely automated but would rather
require more up-to-date skills to perform new tasks.

The substitution of jobs by Al has been described as a possible "reskilling revolution™
because of the need to evolve skills and prepare the competition for the workforce of the
future. Experts believe that the adaptation of employees' skills can improve the influence
of Al on job creation rather than job displacement. Companies such as telecom operators
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or internet providers can support the reskilling revolution in several ways. Companies
can offer training on how to use Al techniques, soft skills training, use career frameworks
to display possible job advancements and develop talent exchanges with businesses and
education organizations to monitor evolving skill opportunities and needs. Ensuring a
two-way flow of employees between companies in telecom and companies with Al
expertise can help inject Al expertise into telecom, and vice versa, and consequently
provide telecom with the ingenuity it requires to be competitive. Such arrangements can
also enhance Al ethics by transferring knowledge about the ethical considerations that
telecom employees have developed by safeguarding the need to respect individual rights
and privacy.

11.7.1. Job Displacement vs Job Creation

One of the most frequently discussed dichotomies surrounding Al, also relevant in the
telecom sector, is the contrast between job displacement and job creation. Although it is
true that in times of historical technological breakthroughs such as the Internet, road
infrastructure, railroads, or electricity, job displacement was not the norm and these
innovations generally caused increases in aggregate employment, the situation with Al
and other digital technologies might be entirely different. The telecom industry covers
many areas and is not one sector per se, so it is important to disaggregate the sectors that
might benefit and the sectors that might witness labor replacement to a great degree.

The analysis made on Al and related fields, particularly automation, extensively
guantified which roles and of what kind are most likely to be replaced by an autonomous
system. In the field of telecommunications and relevant technologies, experts currently
assume that customer services, administrative positions, engineering, and ICT might be
particularly hit by Al technologies. Moreover, in recent months, the attention has been
focused on the roles most affected, but also on the prospect of job creation. Thus, it is
not simply an issue of job loss, but it is also a matter of what is to be balanced against
these job displacements. In this vision, technologies are seen as job creators, too:
advanced Al technologies create new demands, creating the need to do new jobs that did
not exist before by offering revolutionary solutions to many fields.

To date, few empirical analyses provide us with a clear answer to this ethical question
because it is not only about the quantity of jobs but also about the quality of these jobs.
Al, machine learning, and process automation can also create new job profiles,
characterized by deep technological knowledge and requiring digital expertise, e.g.,
digital workplace organizers, customer insights analysts, or automation system
integrators. Also, the most recent reports assessing the prospective effect of Al in
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different sectors of the economy do not take these not only quantitative but also
qualitative changes into account. In addition, Al is already changing the way most
telecom and technology-based companies work, and so the new workspace configuration
might reflect those changes. Further research on this topic will take into account the
prospective evolution of the workspace.

11.7.2. Reskilling and Upskilling Workforce

By integrating Al, the skills requirements in telecom network operation and maintenance
are changing rapidly. Telecom managers consider low competence to be the primary
culprit for the lack of Al adoption within their enterprise. Many telecom professionals
lack the skills that automatically attract a significant pay raise as a result of Al operations
integration. In the enterprise space, the priority of upskilling and reskilling workers is
evident. With Al operations, businesses are in desperate need to close the skills gap, and
a successful upskilling effort will attract telecom professionals. The telecom labor
market is undergoing a significant period of evolution as a result of the rapid churn of
data science skills across the telecom sector and other datasets.

One factor causing the talent shortage is the emergence of new skill requirements. With
the advent of advanced Al and ML operations, a majority of established businesses
across different sectors bear a common sentiment. Due to Al-related skills, this telecom
workforce is excluded from lucrative Al jobs. This necessitates special training to ensure
the workforce can work with Al systems. Notably, this involves a significant portion of
the businesses polled. It is essential to devise a strategy for the training of telecom
professionals. These strategies should be developed by building strong industry
partnerships between stakeholders, including MNCs leading institutions, and telecom
giants. In particular, they should focus on providing superior IP-based content that
supports previously mentioned approaches. Moreover, they should offer internships and
global enterprise examples to give students a degree of real-world relevance that
leverages university and company resources. Discussions should also concern the
importance of continuous learning. Above all, these initiatives must be well understood
and supported to avoid employment disruption and the immigration risk of the
deployment of alternative skills. A proactive approach to transforming this labor force,
supported by appropriate signals from countries, will provide a considerable opportunity.
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11.8. International Cooperation on Al Regulations

With fast-paced digital technological developments, the need for international
cooperation in the development of Al regulations specifically for the
telecommunications field is ever-pressing. Harmonization of Al regulations on a global
basis will lead to smooth communication among different parties working in the same
field around the world, ensure that Al regulators have access to best practice knowledge
from various jurisdictions, platforms, and regions, as well as secure successful and
collaborative engagements in the field of Al. Various international bodies have initiated
coalition projects to tackle challenges and best practices in developing effective Al
regulation. Through a variety of case studies, exchanges, and research expertise, these
entities also aim to create a single resource system where various best practices and
reports are made available by network partners and respective Al coordinating bodies.
However, discussions between countries might lead to negative effects if this process
takes a long time and success in reaching an agreement is seldom guaranteed due to
various national interests.

Several international bodies have initiated coalitions to tackle Al regulations. The EU
and the OECD have established forums that seek to motivate international cooperation
to develop regulations and principles for Al. Each of these organizations pursues
different initiatives in regulating Al. Thus, international institutions and forums may be
an important diplomatic infrastructure for defining the field of cooperation and the
pattern of international behavior. Bilateral agreements might serve as the basis of
international cooperation, defined as deep and comprehensive international cooperation
that is practical or realistic and has the potential to tackle challenges on both national
and international law and trade issues across industries as well as on human rights issues
concerning targeted social groups. It is felt that the harmonization and regulation of this
scope and impact will influence each other. Cooperation across organizations would
therefore seem appropriate if what we pursue is comprehensive and deep international
engagement. The more comprehensive this pattern of cooperation, the greater the space
for making possible intense digital trade relations. Trading relationships must be built
on more than harmonious regulation to truly build trust among bodies. This in part also
resonates with the literature arguing that cooperation has to transcend direct legislation
but requires engagement on enforcement issues.

11.8.1. Global Initiatives

To date, there is no harmonized international approach for regulating the use of Al in
telecommunications. Therefore, there are several global initiatives to develop a
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regulatory framework and agree on ethical standards for the deployment of Al. In the
process of making such decisions, different options are discussed—from setting up
separate regulations for Al to improving existing regulations to sector-specific
requirements. The development of inclusive standards for resolving controversial issues
is promoted by many international organizations and consortiums.

The role of the CTO has expanded considerably with the growing influence of Al
technologies. The objective of this Global Al Dialogue is to examine the impact of Al
and efficient and effective ways to regulate across different sectors. Given the
increasingly urgent need for international business and social communities, and CTO
interactions and partnerships, to shape public policy and regulations on Al, the Global
Al Dialogue series provides observations and experiences. The event will also provide
a platform to enhance the role of public and private partnerships in designing global
policies and regulations in support of an environment that is conducive to the deployment
of Al technologies, products, and services in an ecosystem of trust, transparency, safety,
and security, including fundamental rights and privacy. These Al technologies and
services cater not only to nuanced sector-specific needs but are also inclusive of safe and
ethical practices across industry verticals worldwide. Continued multi-stakeholder
dialogue and discussion will occur at different global locations and events.

11.8.2. Bilateral Agreements

Bilateral agreements facilitate the development and regulation of Al in
telecommunications. These agreements are important to better assure cooperation.
Emphasizing a commonality of regulatory standards is also a soft way to bar other
countries from reaching commercial agreements with a particular nation. Common
regulatory alignment at the international level signals that national, regional, and
international regulatory organizations have compatible interests and objectives. Two
operations conducted on a bilateral basis may be considered successful examples of an
international operation. Three non-geographically linked Internet Exchange Points were
created between two countries in 2002. Another country established the first terrestrial
fiber-optic cable when additional intergovernmental protocols and private investments
were agreed upon. Both activities opened up new opportunities.

Agreements work best (and only) when the involved parties trust one another and advise
a strategy that will protect their mutual self-interests. Each sovereign state may agree
upon mutual regulations and should enforce them unilaterally within its borders.
Experience shows that some countries do not regulate personnel involved in
telecommunications as agreed in some international telecommunications agreements.
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Bilateral agreements thus pose certain specific risks, challenges, and illusions. Initially,
sustained engagement of a foreign country that maintains mutual understanding and trust
in this environment, which is not evidenced in public pronouncements by bilateralists
between countries, is difficult. In particular, the character of engagement in Europe
evidenced that good personal relationships are made and that high-level diplomats also
treated one another with regularity, if in private.

11.9. Best Practices for Ethical Al in Telecom

The telecommunications sector is increasingly adopting the use of artificial intelligence
(Al), with its concurrent use of machine and cloud technologies. While Al technologies
deliver several benefits to telecom operators in terms of advanced and modernized
networks and enhanced customer services, they also pose multiple technical, business,
regulatory, and ethical challenges. The main goal of this deliverable is to present seven
best practices for implementing ethical Al in the telecommunications sector. To verify
these best practices, we have selected regulatory frameworks that have a strong focus on
ethical issues to understand to what extent these frameworks are aligned with the
identified best practices. Our findings show that regulatory frameworks complement and
provide further guidelines to the identified best practices and that stakeholder
engagement has been fundamental for the development of such frameworks. The
identified best practices and regulatory frameworks are organized in this deliverable
according to five pillars: transparency, fairness, accountability, inclusivity, and enabling
good work. Proposed best practices for fairness include adopting fair data management
practices and ensuring inclusivity that considers and respects the needs and expectations
of all stakeholders in the Al value chain. These best practices are comprehensively
supported by regulatory frameworks, in addition to the development of risk management
processes and practices adopted by multi-stakeholder forums. This indicates that the
telecom sector not only has current operating capabilities to manage aligned Al ethical
requirements but also adaptable tools to customize these processes in light of future
sector-specific independent expert risk assessments, with appropriate expertise in Al and
telecom. Beyond the regulatory framework application, telecom operators aim to foster
continuous monitoring of their processes and encourage such evolution to an
independent, Al-dedicated expert group. This can be managed in-house or by leveraging
third-party auditing and ethics-focused practitioners. By adopting a broader perspective
aligned with the regulatory framework’s risk assessment process, telecom operators —
together with tech companies, their supply chain, and wider Al value chain — can
continuously adapt to the evolving internal and external environment, such as technical
and human changes that pose an impact either on specific operators or society.
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11.9.1. Guidelines for Implementation

Relational messages offer diverse guidelines for their implementation. These messages
provide organizations with the opportunity to undertake appropriate actions and ensure
greater adherence to ethical standards. It is now clear that organizations will be guided
on what to do to comply. Though the first guideline allows some scope for integration,
the rest of the guidelines are more action-oriented to offer immediate directions on
integrating ethical considerations into telecommunications. The discussion of
implementation-oriented guidelines should help organizations use these messages in
operational planning and decision-making.

Start implementing these guidelines today. Ensure the ethical framework is integrated at
the design stage and deployment phases of Al algorithms to comply with these ratings
and rankings. Implement training and awareness programs for your employees.
Recognize that other groups are equally important to involve in this process, such as
vendors, suppliers, and board members. Implement a mechanism to evaluate if you are
truly adhering to these recommendations and if they impact your ethical ratings. Use
these ratings and evaluations in your negotiations with consumers and as new criteria for
your tender. As the shared ethical pulse of society, ethical ratings mark your business as
a leading ethical business. Input from societal stakeholders during the peer review
suggested that the above-mentioned guidelines are actionable and help organizations
achieve the desired ethical ratings.
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11.9.2. Monitoring and Evaluation

In addition to the technical focus of rules, there is a need to enable the implementation
of a complaints mechanism where an organization assesses the performance of its Al
practices and rectifies the activities if they are not compliant. This is because there is no
such thing as a perfectly designed Al solution; there is no consistent ethical principle
that would enable a perfect ethical solution to a problem domain. Also, compliance needs
to measure inputs in the organization’s ethical framework rather than outputs. Exploring
metrics that assess the effectiveness of Al systems will become increasingly necessary
in these systems to maintain innovative solutions. The indicators and performance
measurements do not have an absolute answer, but a few sets of metrics can inform the
organization about the problem with Al and can grow into plans to rectify issues. The
performance will not only enable the organization of regulatory bodies to monitor
compliance but will create a rich array of data that organizations may use to create
feedback loops. Curating effective feedback mechanisms will also require the inclusion
of stakeholders in the process of developing these processes. A notable issue, however,
is having staff available to be able to continually monitor the ethical compliance of Al
systems. For this problem, those organizations that have an adaptive compliance-based
approach could be best placed to take advantage. Simply put, if an organization can
continuously assess the ethical conundrum of its Al and can make quick changes, those
organizations will be motivated to develop good ethical practices.

11.10. Conclusion

The purpose of this essay was to explore the myriad implications of integrating Al and
cloud technologies into telecommunications. Among other things, we have suggested
that these integrations may encourage carriers and service providers to relinquish some
of their functional control over telecom systems, which could, in the future, expand the
dominant intermediate and carry roles performed by cloud providers. This, in addition
to expanding telecom functionality, could also enable new classes of behavior for these
technologies, influenced by certain regulatory, ethical, or policy considerations. As these
integrations intensify, so too do the ensuing complexities. Regulatory frameworks have
emerged to encourage and enforce compliance with these considerations, and AI’s role
in driving this complexity is consequently inviting increased attention from
policymakers. The true challenge before Al-enabled telecom systems, however, lies in
balancing the need for “technological and regulatory readiness” with the desire for
innovation that transforms both the telcos themselves and their business and regulatory
environments.
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Policymakers are now grappling with how to address these emergent challenges. Many
have identified the need to shift towards proactively managing Al-related risks, and they
are beginning to ask history’s most salient question in response: “What is to be done?”
They are testing regulatory relationships to understand where and how lines should be
drawn, who should be in charge, and how control might be exerted. Above all, they are
preaching dialogue. Creating truly effective Al policy frameworks will require ensuring
that the insights policymakers derive not from academic or industry case studies, but
from public and private stakeholders themselves. This essay hearkens to that dialogue in
two ways. First, it outlines the contours of what is a growing conversation in its own
right in the technology industry itself. It does so by exploring the many regulatory and
governance reports that, to date, the leading telcos have submitted to national and sub-
national agencies. Second, as an academic work, this essay underscores some of the main
public and private notice-and-comment rulemaking mechanisms available to
communications researchers, and the kinds of substantive feedback that could help
ensure that regulatory bodies at least anticipate Al-enabled telecom evolution, even as
many of them struggle to respond to more immediate, practical concerns. In doing this,
this essay encapsulates the tensile duality encompassed in discussions of telecom Al.
This essay embraces the inexorable fact that Al, in the future, will shape
telecommunications. In turn, it aspires to influence how that future takes shape.
Importantly, it attempts to do so in a way that is democratically involving and
intellectually vigorous.

This is not a solitary scholarly endeavor. Regulators, academics, and communications
companies worldwide have begun to notice, even as they struggle against the pace,
volume, and variety of emerging Al technologies, that the way societies manage Al now
and into the future is not pre-determined. Rather it requires the voluntary and committed
attention of multiple stakeholders. “It is the long history of humankind (and animal kind,
too) that those who learned to collaborate and improvise most effectively have
prevailed.” AI’s consolidation, like telecommunications’ before it, will involve both
complex collaborations and improvisations, shaped in no small measure by cutting-edge
communications research and policy work. This conclusion, then, ends where it began:
with a plea for dialogue. The insights in this essay should not begin or conclude a search
for answers. Rather, they should herald further and more in-depth insights elaborated in
equally interdisciplinary and democratically engaging circles.

In conclusion, the integration of Al technologies into telecommunications systems can
be expected to go both deeper and broader in the future. In terms of depth, Al
applications will improve performance, foster automation, and introduce nascent
network enhancements into these systems. In terms of breadth, these integrative forces
may drive cloud providers to extend higher-level functions concerning policy, safety,
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and privacy into telecom systems, where they, too, can act to influence Al behavior. The
result may well be a more complex—and correspondingly more autonomous—AI-
enabled telecom sector. Policymakers, aware of the resultant need to balance
technological innovation with regulatory compliance and ethical considerations, are
investigating the necessary relationships between Al and law. As these applications
mature, advanced technical researchers and mutual stakeholders may need to grapple
with the areas in which advanced telecoms and their carriers are responsible for
lawfulness, and those in which architectural dependencies have led to the “outsourcing”
of those capabilities to Al-Cloud interfacing mechanisms.

The ensemble of this essay’s guidance is simple. First, stakeholders must investigate and
educate themselves to a high degree of competency over the technical and ethical
implications of such integrations. At the same time, stakeholders should be clear-eyed
about the contextual constraints that democratic nations currently face: comprehensive
technology and law reform is politically and technologically difficult. Therefore, it may
be advisable to focus on making the case for underlying capacity-building: ensuring that
the leading Al entities, and the institutes and communities involved in studying and
regulating Al, have the flexibility and competence to anticipate and identify relevant,
context-specific risks to those Al-enabled systems that are of house-wide concern. This
is the work suggested by communications-policymaking best practice. Although
knowledge and technical expertise have matured in the field of Al, what is still required
is collaboration among stakeholders to open the flow of knowledge and encourage wide
public participation, shifting to genuine conversations about the threats brought by the
extensive systems surrounding our systems. Nonetheless, it is encouraged not to obscure
today’s capabilities often seen in discussions and reports; as mentioned above, this can
have the effect of promoting the establishment of unrealistic and potentially unmet goals.

11.10.1. Final Reflections and Future Directions

In this examination, we have gone through discussions that indicate the AI’s role in the
provision of telecommunications services using its two major wings: 5G and cloud
networking which have already surfaced. Highlighting all the theoretical discussions,
real-life use cases, trends, and technological shifts affecting the current regulatory
settings confirms that the legal and regulatory framework cannot stay static. This is not
only because technology keeps evolving but also because telecom managers keep
monitoring the regulators to seek out the unjustifiable rules and laws that pose obstacles
to their optimization efforts. The discussion has also shed light on some aspects of ethical
considerations in the use of Al.
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Given the trends in transforming communication services, we suggest future research to
explore the operation of blockchain, the Internet of Things, and cloud in financial
operations telecoms; examine cloud service-managed container and infrastructure
solutions; and unified communications evolution patterns. We also suggest looking at
the current efforts in policy development and ethics and suggest research that could be
led in the following aspects: regulatory discrepancies between regions of the world and
their ethical values. There is an urge for further research to scrutinize the impact,
significance, and dynamics of ethical Al in the telecommunications market. Since future
policy actions can only be most likely successful if the operators, equipment suppliers,
software developers, and other stakeholders put their thoughts into it, policymakers
should make better efforts in collaborating with these commercial entities, industries,
and stakeholders within the purview of collaborative governance, multi-stakeholder
participation, and interest representation. Industry leaders must put in place not only the
most functional technologies but also care as creators of good social and ethical practices
that matter, ensuring the engineering of such responsible acumen, the practices that
comply with it, and the management and operation of an ethical governance model at all
levels. The above is difficult to do when their practitioners have no prior adequate
training on it. There is a need for leadership readiness to play by the right ethical rules,
to follow their own, as well as sets of ethical principles of their commercial partners. It
is also difficult to ensure ethical relevance without regulators and legal interpreters
ensuring the right kind of control, evaluation process, ethical assessment, and up-to-date
ethical oversight. Telecommunications are a situation ennobled by many ethical
dilemmas and considerations. This reflects, in part, the interconnected networks that link
areas and societies that have different cultural, economic, and normative ethical
standards. You may not expect everywhere on the planet to have the same view or to
give emphasis to ethical values in the same way. Even though this is hard, it is
unavoidable for an industry with a wide reach such as telecommunications.
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